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DoD 5G – Future G Initiative - Overview

Innovate, accelerate, and deploy dual-use next generation 
wireless technologies to master the connectivity of everything
Objectives: 
• 5G Prototyping & Experimentation

- To accelerate development and deployment for military operations
- Eight military use cases at fourteen military installations

• Securing 5G
- Enable military operations over untrusted networks
- Understand and mitigate the risks and vulnerabilities of 5G for military ops

• Innovate Beyond 5G
- Create NextG technologies to influence future wireless standards
- Invest in NextG to help US regain leadership in wireless technologies

• Reinforce these thrusts with interagency and international partnerships 
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DoD 5G Strategy & Activities 
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Promote 
Technology 
Development

Hosting 5G Demonstrations – Prototype and experiment from nets to apps
RF Technology – Leverage US millimeter wave expertise 
Dynamic Spectrum Sharing – Evaluate sharing for key DoD systems 
Open Architecture & Virtualization – New architectures for innovation & security 
Workforce Development – DoD expertise for 5G and beyond

Influence 5G 
Standards
and Policies

Standards Bodies – DoD-wide engagement w/ 5G organizations, e.g., 3GPP
Advanced Spectrum Management – Modernize policies to be dynamic
5G-Enabled Concepts of Operation – Modernize DoD telecom use 
Technology Control Measures – Review foreign investments, export controls

Threat Intelligence – Understanding adversaries’ capabilities 
Minimizing 5G Infrastructure Risks – Mitigate supply chain vulnerabilities
Operate Through – Use 5G globally despite adversary capabilities 
5G Security Assessments – Discover, assess, and mitigate vulnerabilities 
Cybersecurity and Zero-Trust – New architectures for in-depth security

Assess, Mitigate, 
and
Operate Through
5G Vulnerabilities

Engage Partners
International Allies and Partners – Supply chains, assessments, experiments
Industry Engagement – Engage with 5G industry ecosystem 
Congressional Engagement – Strengthen incentives, fix open market distortions
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5G FutureG Initiative Roadmap

Fiscal Years  to 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031+

Accelerate

Operate Through

Innovate Beyond 5G (FutureG)

Seedlings and Studies

Prototypes and Experiments

Transitions to PORs and Services

Explore FutureG Technologies

LEGEND

Key Milestones

5G to FutureG Enabled Capabilities

Future 5G R&E Needs
• Operational Use Cases for FutureG

• Larger Scale and Capacity Testbeds

Testbeds at 14 Locations 

Non-secure Testbed

Major Investments to Enable Fielding 5G to FutureG Capabilities

Military Applications for 20+ Use Cases 

Wireless Network Enhancements

Assess 5G Threats

Ensure 5G Operations

Tailored Network
Cooperative Network

Black Box Network
Transitions to CCMDs

Prototype Assessments

Dynamic Spectrum ManagementInternational Standards

Mobile Distributed MIMO

Integrated Tactical Networks

Cross-cutting Research and  Engineering

Transitions

Resilient Open-Source for DoDNTIA Open 5G Challenge
5G Radar Coexistence

5G in the EW kill chain 
Transitions: to main lines of effort 
and end users

NTN

Network Sharing Frameworks
5G compatible expeditionary comms

Enhanced virtualization 5G Security HW

5G Prototypes & Experimentation

Securing 5G             
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5G Experiments at 16* Locations

Fort Hood, TX
AR/VR for High-Fidelity Training

Marine Corps Logistics Base 
Albany, GA

Smart Warehouses and Logistics

Hill Air Force Base, UT
Dynamic Spectrum Utilization

Naval Base Coronado, CA
Smart Warehouses and Logistics

Joint Base Pearl Harbor - Hickam, HI
5G Enhancing Aircraft Mission Readiness

Naval Station Norfolk, VA
Ship-wide / Pier to Pier 

Connectivity

Joint Base San Antonio, TX (2)
5G AR for Medical Training and Telemedicine

& 5G Core Capabilities and Security

Camp Pendleton, CA
Wireless Connectivity for 

Tactical Scenarios - EABO
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Tinker AFB, OK
Digital Transformation of 
Aircraft MRO Operations

Nellis Air Force Base, NV
Robust Distributed Command & 

Control (5G-Next G Range) 
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National Training Center, CA
Wireless Connectivity for Tactical 

Scenarios-Mobility and Survivability

Contracts awarded to date:  65 prime contracts 
100+ total companies  
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Operate Through Summary 

• Clear and actionable 
security assurances for 

any environment

• Enhancements and 
augmentations to 

increase security in any 
environment 

CURRENT 5G LIMITATIONS DESIRED 5G CAPABILITY

DEVELOP ABILITY TO ASSESS 5G THREATS 

ENABLE SECURE 5G OPERATIONS 

• Lack of Security 
Assurances

• Limited ability to securely 
deploy 5G communications

5G Environments
“Black Box” 

Cooperative Network
Private Network

Technical Concepts:
Zero Trust Architecture 

Network Augmentations
Secure Network Slices
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Innovate Beyond 5G (B5G) Summary

B5G STANDARDS
• Use Case  Tech Specs, Gap 

Analysis (5G Secure Profile 
Working Group, MITRE)

• 3GPP Study Items (MITRE, 
NTIA, National Spectrum 
Consortium, Alliance for 
Telecommunications 
Industry Solutions (ATIS))

• Spectrum Sharing (DoD 
Chief Information Officer 
(CIO), Defense Information 
Systems Agency (DISA))

B5G TECHNOLOGY FRONTIERS  
 Distributed Mobile MIMO
 Terrestrial - non Terrestrial 

Integration 
 Multi-band, Multi-rate Operation
 Dynamic Spectrum Management
 Autonomy & Intelligence 
 Network Sofwarization & 

Virtualization 

Commercial Wireless 

DoD Wireless 

DoD 5G 
Strategy

DoD 5G 
Implementation 

Plan

Standards



• Exploring Open 5G with interagency partners
- Open interfaces (e.g. ORAN) , not necessarily open source
- Open Stack 5G Challenge in collaboration with National 

Telecommunications and Information Administration (NTIA)
- NTIA issued Notice of Inquiry (NOI) in January, responses currently 

being evaluated, aiming for solicitation in 1Q FY22
- Challenge published April 06, 2022

- Enable end-to-end experimentation aligned to DoD CONOPs

• DARPA and OUSD(R&E) collaborative project
- Multisite Open Programmable Secure 5G (OPS-5G) 

Joint Independent Testing Option (MOJITO)
- Testing at NIWC PAC and multiple DoD 5G sites

14

Open 5G Activities 
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DoD 5G Summary

• The 5G Initiative is moving out smartly to meet its major objectives.

• Lessons learned from initial procurements (use of OTAs and purchasing leading-
edge tech) are being applied to expedite and clarify later procurements.

• OUSD is making a concerted effort to recognize and address the global needs of the 
Combatant Commands and the Services.
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