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DATA PRIVACY AND DIGITAL MONOPOLIES: ANTITRUST NEEDS NEW 

APPLICATION, NOT NEW DOCTRINE1 

 

INTRODUCTION 

In recent years the Big Four technology companies, Google, Amazon, Facebook, and Apple, 

collectively GAFA2, have come under increasing international3 and national4 scrutiny. As Big Tech 

expands not only across multiple commercial markets (both adjacent and non-adjacent),5 but deep 

into the personal lives of digital users,6 both social and legal concern has been tinged with a sense of 

newness. That concern might be expressed as something between an awareness that Big Tech acts in 

society as something more than a new oil baron or modern railroad tycoon, and a fear that it stands 

rather as something technologically analogous to an oil-railroad-wheat tyrant with Big Brother 

tendencies. As a result, antitrust inquiries into the potentially anticompetitive conduct of GAFA have 

included considerations of data privacy.7  

However, the degree to which antitrust law might—or should—incorporate privacy 

principles remains unclear. In October 2020, the House Judiciary Antitrust Subcommittee released its 

Majority Staff Report and Recommendations detailing the findings and recommendations resulting 

from its investigation into competition in digital markets.8 The Republican minority of the 

Subcommittee also released a report detailing its areas of concurrence and disagreement with the 

                                                      
1 My thanks to Professors John Francis and Amie Stepanovich for discussing these concepts with me extensively, 
and suggesting doctrines, cases, and sources to explore in research. 
2 I adopt this acronym, with thanks, from Patrick F. Todd, Digital Platforms and the Leverage Problem, 98 Neb. L. 
Rev. 486 (2019). 
3 E.g., id. at 487–88. 
4 Press Release, Jerrold Nadler, Chairman, House Judiciary Committee, Chairman Nadler Statement on DOJ 
Antitrust Lawsuit Against Google (Oct. 20, 2020), https://judiciary.house.gov/news/documentsingle.aspx? 
DocumentID=3436 
5 Majority Staff of H.R. Subcomm. on Antitrust, Com. & Admin. L. of the Comm. on the Judiciary, 116th Cong., 
Investigation of Competition in Digital Markets: Majority Staff Report and Recommendations, Appendix (2020), 
https://judiciary.house.gov/ 
uploadedfiles/competition_in_digital_markets.pdf [hereinafter Majority Report].  
6 Majority Report, supra note 5, at 304-10. 
7 B. John Torabi, Is Privacy an Antitrust Issue? A Growing Movement, FORDHAM J. OF CORP. & FIN. L.: BLOG (April 1, 
2020), https://news.law.fordham.edu/jcfl/2020/04/01/is-privacy-an-antitrust-issue-a-growing-movement; Alyse F. 
Stach et al., The Thin Line Between Privacy and Antitrust, INTERNATIONAL ASSOCIATION OF PRIVACY PROFESSIONALS (June 
23, 2020), https://iapp.org/news/a/the-thin-line-between-privacy-and-antitrust. 
8 Judiciary Antitrust Subcommittee Investigation Reveals Digital Economy Highly Concentrated, Impacted by 
Monopoly Power, HOUSE COMM. ON THE JUDICIARY: NEWS (Oct. 6, 2020), https://judiciary.house.gov/news/ 
documentsingle.aspx?DocumentID=3429. 
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majority.9 Both meandered through issues central to antitrust while also opining about data, 

censorship, and even freedom of the press.10 

To be fair, data remains a new, and thorny, subject. It might seem that the only endeavor that 

could be more difficult than navigating emerging law regarding data privacy would be to try to prod 

the famously (or infamously) history-bound area of antitrust to engage it.11 However, such 

engagement should not go so far as to conflate the two areas of law, as data practices raise 

fundamentally different concerns in each field. In the privacy world it’s a concern that data infringes 

on fundamental liberty12; in the antitrust world it’s a concern that data paves the way for 

anticompetitive behavior by monopolists.13 However, as both the majority and minority implicitly 

concede, antitrust enforcement cannot be fully effective if it fails to maintain a basic cognizance of 

the particularities presented by data and data privacy.  

Yet, contrary to the extreme propositions in the Majority Report,14 effective antitrust 

enforcement need not sweep desirable, procompetitive behavior up with anticompetitive abuse. Even 

more importantly, the Majority Report implicitly provides a path forward in which data practices 

themselves can serve as an Occam’s Razor, providing a simple, elegant, and precise template to 

approach anticompetitive behavior by Big Tech. Antitrust can adequately police big tech by policing 

big tech data practices. Further, judicial recognition that certain data practices fall within traditional 

antitrust doctrine would permit these practices to be addressed by standard antitrust monopolization 

claim. Such an approach would obviate any need to revive old doctrines.   

Given the immensity of the issues related to the intersection of Big Tech, antitrust, and data 

privacy, this note will be subject to several limitations. First, it will focus on problems regarding two 

particular areas of GAFA’s current data practices: handling of consumer data, and handling of data 

regarding business customers (meaning, those companies seeking to do business by posting their 

products on a platform owned by GAFA). Specifically, I will examine the anticompetitive harm 

wrought by GAFA’s current practice of combining data regarding consumers and/or business 

                                                      
9 Press Release, Ken Buck, Congressman, House of Representatives, Rep. Buck Pens Antitrust Report that Presents 
a “Third Way” to Take On Big Tech (Oct. 6, 2020), https://buck.house.gov/media-center/press-releases/rep-buck-
pens-antitrust-report-presents-third-way-take-big-tech. 
10 E.g., Majority Report, supra note 5, at 36–76; REP. KEN BUCK, THE THIRD WAY (2019), https://buck.house.gov/sites/ 
buck.house.gov/files/wysiwyg_uploaded/Buck%20Report.pdf. 
11 John D. Harkrider, What Lemons Teach Us About Privacy and Competition, 35 Antitrust A.B.A. 39 (2020). 
12 See, e.g., ACCESS NOW, https://www.accessnow.org (last visited Jan. 31, 2021). 
13 See, e.g., Harkrider, supra note 11 at 39. 
14 Majority Report, supra note 5, at 375-404. For criticisms of these measures in the minority report, see Buck, 
supra note 10 at 5-19. 
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customers sourced from multiple markets into compilations or full-fledged profiles, and potential 

legal theories that could address it. While the practices of each company implicates unique legal 

challenges and peculiarities, I will largely discuss the four as a collective and use specific practices as 

more or less representative examples.15 Finally, because this problem would be best addressed by an 

approach informed by a collection of legal theories, I endeavor to give only a broad overview of the 

intersecting doctrines and the ways in which courts might interpret and apply them to GAFA’s data 

practices.  

In Part I, I will establish the basic elements of a monopolization claim under antitrust law. In 

Part II, I will use the Majority Report as something analogous to a case study to both explore the 

difficulty in articulating the precise problems with GAFA’s data practices and to propose an 

articulation that would map on to existing antitrust doctrine while preserving adequate treatment of 

the concrete data problems implicated nonetheless. In Part III, I will examine two particular doctrines 

referenced by the Majority Report that, independently, have lost acceptance as viable doctrines, but 

could inspire Big Tech antitrust enforcement regarding data practices. However, I will show that a 

classic monopolization claim seems better suited to approach antitrust redress regarding data 

management practices than revival of any specialized doctrine. Finally, In Part IV I will argue that 

traditional antitrust remedies, such as forced sharing, would be absurd and inappropriate when it 

comes to data. Rather, limitations on the commingling of data across lines of business, which I dub 

“data silos” could achieve the aims of antitrust enforcement while maintaining harmony with data 

privacy law. 

I. FUNDAMENTAL MONOPOLIZATION DOCTRINE 

Section Two of the Sherman Act prohibits monopolization and attempted monopolization of 

trade.16 A monopolization claim must establish two basic elements: “(1) the possession of monopoly 

power in the relevant market and (2) the willful acquisition or maintenance of that power as 

distinguished from growth…as a consequence of a superior product, business acumen, or historic 

accident.”17 The House Report extensively examines the markets in which GAFA possesses market 

power;18 this Article will take such markets and monopoly power as given. 

                                                      
15 Regarding consumer data handling, Apple constitutes a significant exception to the representativeness of 
examples of the others, discussed infra at 15-16. 
16 15 U.S.C. §2 (2020). 
17 United States v. Grinnell Corp., 384 U.S. 563, 570-71 (1966). 
18 Majority Report, supra note 5, at 77-132. 
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At heart, Section Two aims to protect competition.19 Despite some debate over the extent to 

which protection of competition includes protection of consumer welfare,20 under the second element 

examining “exclusionary conduct”21 in furtherance of a monopoly, case law indicates that 

exclusionary conduct may come in the forms of increase in price, erection of barriers to prevent new 

competitors from entering the market, and/or losses of quality, innovation, or consumer choice.22 

Although some forms of exclusionary conduct require a showing of particular elements, such as 

exclusive dealing,23 all rest on the basic standard set forth in Grinnell that distinguishes 

impermissible anticompetitive conduct that seeks to attain or maintain a monopoly from 

acceptable—indeed, encouraged24—rigorous competition in the market. While the House report 

catalogued actions taken by GAFA that seem to plainly satisfy the Grinnell standard, the Majority 

Report nonetheless struggled to characterize the harms related to data management practices under 

the standard Section Two framework. Therefore, the next Part analyzes anticompetitive conduct that 

the Majority Report identified but did not characterize as elements within a viable monopolization 

claim. 

II. THE HOUSE REPORT AS A CASE STUDY 

The House Report represents, at the very least, a crushing array of anecdotal, testimonial, and 

academic portrayals of anticompetitive behaviors committed by GAFA.25  While these behaviors 

spanned from clearly cognizable offenses such as breach of contract26 to abuses the Report broadly 

attributed to (apparently) currently-unactionable “conflict[s] of interest,”27 the Report never failed to 

note certain data practices of each company in a special, consistent theme of criticism.28 However, it 

                                                      
19 Brown Shoe Co. v. United States, 370 U.S. 294, 344 (1962). 
20 See generally, e.g., Symposium, The Goals of Antitrust: How Antitrust Lost Its Goal, 81 Fordham L. Rev. 2253 
(2013). 
21 United States v. Aluminum Co. of America, 148 F.2d 416, 431 (2d Cir. 1945). 
22 For modern examples addressing these exclusionary conducts, particularly in technology, See generally, e.g., 
Image Tech. Serv. v. Eastman Kodak Co., 903 F.2d 612 (9th Cir. 1990); United States v. Microsoft Corp., 253 F.3d 34 
(D.C. Cir. 2001); Nobody in Particular Presents, Inc. v. Clear Channel Commc’ns, Inc., F. Supp. 2d, 1048 (D. Colo. 
2004).  
23 Tampa Elec. Co. v. Nashville Coal Co., 365 U.S. 320 (1961); see also Microsoft, 253 F.3d at 68–71. 
24 See, e.g., Verizon Commc’ns, Inc. v. Law Offs. of Curtis V. Trinko, LLP., 540 U.S. 398 (2004).  
25 Majority Report, supra note 5, at 133–374.  
26 Id. at 268. 
27  E.g., id. at 377. Note—this recommendation flies in the face of clear precedent protecting vigorous competition. 
The report recommends overturning precedent on the ground that it has become too narrow, but thus threatens 
to needlessly disrupt settled law around a number of claims (predatory conduct, vertical mergers, refusals to 
deal/essential facilities), but this remains a discussion outside the scope of this note.  
28 See generally, Majority Report, supra note 5, at 133–374. 
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did no more than note those data practices. This Part first considers the possible reasons, as well as 

consequences, of the failure to connect data practices to antitrust claims. Then, it identifies conduct 

that constitutes traditionally-recognized anticompetitive conduct. Finally, Section C argues that if 

data were recognized as having value on similar terms as currency within antitrust, then the data 

compilations that raised significant concern in the Majority Report would likely qualify as 

actionable, exclusionary conduct under Section Two.  

A. Data Practices Catalogued but not Analyzed 

Despite meticulous account of harmful data practices throughout the Majority Report, 

measures directly addressing these data-related practices were absent from the Recommendations.29 

Instead, data practices were merely referenced as justification for the more dramatic 

recommendations of divestiture and restructuring.30 Because those references were brief and 

general,31 the Report did not clearly distinguish between various kinds of data practices, nor did it 

explicitly distinguish between permissible and impermissible data practices.32 It only contrasted—

without explanation—the ordinary, permissible use of data by traditional retailers to “track popular 

products” against use of data that, apparently impermissibly, provides GAFA with “near-perfect 

market intelligence.”33  

At the very least, such ambiguity presents contradiction and difficulty relating to definition 

and enforcement of a predictable standard for data management. Thus, despite criticizing near-

perfect market intelligence, the Report also acknowledges that a massive amount of real-time data 

can represent a procompetitive innovation or efficiency.34 For example, much of the innovation and 

value the Report praised regarding the app Waze depends on personal, real-time data to warn users of 

events like car accidents—and, of course, the entire app must operate at scale to offer values to 

users.35 Similarly, the Report designates data “accumulation” as a barrier to entry,  but then lists 

several effects that could be either procompetitive or anticompetitive: the ability yielded by data to 

“target advertising with scalpel-like precision, improve services and products through a better 

understanding of user engagement and preferences, and more quickly identify and exploit new 

                                                      
29 Id. at 375–404. 
30 E.g., id. at 378. 
31 Id. at 375–404. 
32 Id. 
33 Id. at 377–78. 
34 Id. at 107–09. 
35 Id. 
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business opportunities.”36 This ambiguity is only heightened by the Report’s apparent conflict 

between concerns such practices may raise under data privacy law,37 and recognition that some 

amount of such practices may be desirable for vigorous competition under antitrust. Rather than 

untangle the two, the Report progresses with increasing indignation and decreasing clarity of legal 

analysis. 

Whatever unarticulated explanations underlie the Report’s inconsistencies and ambiguities 

are crucial to the decision of how antitrust should be applied to Big Tech, and to what ends. One 

possible, though unsatisfying, explanation for the Report’s ambiguity could be that the sweeping 

language and lack of distinction reflects ideological ambivalence. As the minority report criticizes, 

the Report ultimately recommends a number of measures that punish Big Tech for size alone, not 

simply anticompetitive behavior.38 If the goal is to cut Big Tech down to size for size alone rather 

than conduct, than precision of legal analysis regarding conduct is irrelevant. On the other hand, a 

more innocent explanation might also be available. The Report’s ambiguity could also reflect 

awareness that courts exercise special caution when it comes to decisions that could chill 

development in technology.39 In that case, the fact that the Report catalogued an extensive set of 

concerning is itself a significant achievement; all that remains is to put them together as a standard 

for enforcement. 

Notably, several data practices catalogued in the Majority Report almost perfectly correlate 

to cognizable antitrust violations. Interestingly, the Majority report seems to assume that analysis of 

these practices as antitrust violations first requires a valuation of data that mirrors the value GAFA 

itself assigns to data, as demonstrated in its data practices. Although the Report doesn’t develop this 

position, it at least lays the groundwork40 for judicial recognition of such a valuation: namely, that 

data constitutes a nonmonetary price with at least as much value as currency. Such recognition would 

not only reflect a basic reality of a digital economy—one already recognized and exploited by Big 

Tech companies41—but would also be entirely in keeping with the natural development of antitrust as 

                                                      
36 Id. at 42. 
37 See, e.g., Benjamin Wittes & Emma Kohse, The Privacy Paradox II: Measuring the Privacy Benefits of Privacy 
Threats, CTR. FOR TECH. INNOVATION AT BROOKINGS, Jan. 2017,  https://www.brookings.edu/research/the-privacy-
paradox-ii-measuring-the-privacy-benefits-of-privacy-threats. 
38 Buck, supra note 10 at 11–16. 
39 See, e.g., the technological tying exception to the per se rule established in Microsoft, 253 F.3d at 162–66. 
40 See Section III, infra. 
41 Companies’ practices managing and using data to monetize a business model demonstrate that data is worth 
than currency in a number of ways; some examples are collected here from the Majority report, supra note 5, for 
ease of further reading: the ad revenue which results directly from data is 83% for Google (id. at 175); business 
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a common-law-based body of law.42 Given this basic characterization of data as at least comparable 

to currency, antitrust violations committed by Big Teach are more easily identifiable.  

B. Identifications in the Report of Traditionally Recognized Anticompetitive Harms Wrought 

by GAFA 

The Report establishes first and foremost a number of those harms attendant to unlawful 

monopoly that have been traditionally recognized under antitrust regarding price, quality, and 

consumer choice. The foremost among these is increased price.43 The Report demonstrates that 

increases in price cascade across digital markets from GAFA’s own pricing and practices. Regarding 

direct increases in price to ultimate consumers, Amazon has significantly raised the monetary price 

of its Prime membership twice—from $79 originally, to $99, to $119.44 Similarly, app developers 

admit that they charge higher prices to consumers in order to compensate for Apple’s App Store 

fee.45  

Regarding increase in price to business customers, numerous businesses attempting to sell on 

Amazon’s platform described payment of exorbitant amounts to attempt to resolve costly, erroneous 

suspensions of their accounts46 as well as counterfeit products.47 Other companies decried the fees 

they must pay Google in advertising just to ensure that a search for their exact company name 

appears on the first page of results despite misleading advertising,48 Google’s self-preferencing,49 

and/or fraudulent postings.50 Finally, the Report catalogues outcries due to deteriorating product 

quality from consumers 51 and business customers52 alike, loss of innovation,53 and, ultimately, loss 

of consumer choice.54  

                                                      
customers must pay Google either in data or pay 20x more in currency (id. at 240); Google maps is built on data (id. 
at 108); data provides more value regarding ads and business trends (id. at 217). See also Dina Srinivasan, Why 
Privacy is an Antitrust Issue, N.Y. TIMES, May 28, 2019, https://www.nytimes.com/2019/05/28/opinion/privacy-
antitrust-facebook.html.  
42 State Oil Co. v. Khan, 522 U.S. 3, 20–21 (1997). 
43 See United States v. E.I. Du Pont de Nemours & Co., 351 U.S. 377 (1956). 
44 Majority Report, supra note 5, at 279. 
45 Id. at 349–50. 
46 Id. at 273. 
47 Id. at 294. 
48 Id. at 192. 
49 Id. at 187–88. 
50 Id. at 196, 239–40, 244. 
51 E.g., id. at 289–90. 
52  E.g., 243–44. 
53 E.g., 18, 37, 44–51, 99. 
54 E.g., 46–48, 264, 364–66.  
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Although these harms fall comfortably within a traditional antitrust price and output standard 

of unlawful monopoly, and redress of these would likely go a long way toward reigning in the 

monopolistic concerns currently raised regarding GAFA, the Report seemed dissatisfied and 

committee members in disagreement regarding proper retributive action. The Majority explicitly 

describes the gravity of the failure of current antitrust enforcement to address these harms,55 but still 

calls for dramatic overhaul.56 Conversely, the minority report maintains that such overhaul would be 

rash and ill-advised.57  Neither considered specific enforcement measures tailored to data 

management practices. 

C. Articulating Data Practices in the Technology Sector in Traditional Antitrust Terms 

Regarding data management practices, the Report seemed to abandon precise data-based 

enforcement after noting that GAFA offers its platforms for free and lamenting the shortcomings of 

the historically “price-centric” approach to antitrust enforcement.58 Such a dismissal of existing 

antitrust enforcement contradicts its consistent, implicit assumption that “price” can mean data as 

easily as currency. Making this assumption an explicit proposal for judicial recognition, however, 

would ameliorate any need for more laborious—and less consistently enforced—characterizations of 

data practices in terms of loss of innovation, reduction in consumer choice, or deteriorating quality59 

(although some scholarly articles advocate such an approach60).  

The Report comes quite close to recognizing the potential for data to function as price in 

noting that “a dominant platform can mine commercially valuable information from third-party 

businesses to benefit its own competing products….[and] use its market power to extract more data 

from users.”61 This comment could have been the basis to discuss the two most promising—and 

actionable—approaches to characterize in actionable terms many of GAFA’s data practices described 

throughout the report. On the one hand, GAFA has successfully increased the amount of data it is 

able to extract from consumers unwillingly in exchange for continued “free” (monetarily speaking) 

                                                      
55 E.g., id. at 387. 
56 Id. at 375–404. 
57 Buck, supra note 10 at 16–19. 
58 Majority Report, supra note 5, at 44. 
59 E.g., see generally Todd, supra note 1, for a strong argument against some of the Report’s recommendations on 
these bases. 
60 See, e.g., Harkrider, supra note 11 for a discussion of the strengths and weaknesses of such an argument, but not 
considering that antitrust could account for data privacy in any way other than as quality. 
61 Majority Report, supra note 5, at 43. 
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use of its platforms.62 In other words, data itself has become a supracompetitive price63 and a key 

anticompetitive harm indicative of impermissible monopoly power that consumers have no choice 

but to pay. As the Report concludes, GAFA’s dominance has become so great that users “have no 

choice but to surrender”64 to its increasing surveillance. On the other hand, GAFA’s compilation of 

data collected across lines of business (including compilation into forbidding consumer profiles) 

could also arguably be described as itself the impermissible exclusionary conduct.65 In fact, such 

compilation might constitute a digital corollary of exclusionary conduct courts consistently strike 

down: namely, where such conduct would effectively require new entrants to enter multiple markets, 

or at multiple levels of a market.66 Thus, such data compilation itself could constitute the 

anticompetitive exclusionary conduct of erecting insurmountable barriers to entry. 

 Either of these characterizations would fall within the heart of antitrust by establishing 

traditional, economically-based harms. Further, this characterization avoids the currently-popular, but 

more liberal, politically risky, and controversial approach of characterizing loss of privacy as a 

deterioration in the quality of service.67 Rather, this approach highlights traditional evidence of 

monopoly in traditional terms: additional data extracted from users itself constitutes a 

supracompetitive price that consumers and customers would not forfeit in a competitive market.68 

Further, it characterizes the exclusionary conduct giving rise to that supracompetitive price in 

similarly traditional terms: the data is pooled into compilations and profiles that are used to exclude 

competition69—which, of course, then spirals by increasing GAFA’s ability to raise prices further, 

extract more data, and so on. These two components—data as a supracompetitive price and 

compilation of data as exclusionary conduct—constitute  the two pillars of an effective antitrust 

approach to data practices within Big Tech. 

                                                      
62 See extraction discussion infra at 13–16. 
63 Majority Report, supra note 5, at 56 (describing data as a “price hike”). 
64 Id. at 211. 
65 See compilations and consumer profiles, infra, at 16–23. 
66 E.g., Nobody in Particular Presents, F. Supp. 2d, 1112. See also, e.g., Fruehauf v. Fed. Trade Comm’n, 603 F.2d 
345 (2d Cir. 1979), in which a merger was deemed acceptable largely because it didn’t create this barrier. 
67 Mitch Stoltz, Antitrust Suit Against Google is a Watershed Moment, ELECTRONIC FRONTIER FOUNDATION (Oct. 29, 
2020), https://www.eff.org/deeplinks/2020/10/antitrust-suit-against-google-watershed-moment-0; See also 
Majority Report, supra note 5, at 56. 
68 Majority Report, supra note 5, at 170–71. 
69 Id. at 44–49. 
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 As the digital economy expands and users become increasingly committed to Big Tech 

platforms and ecosystems, the price of use, in data forfeited, reflects monopoly power.70 Facebook 

represents a prime example of this. In its early days prior to its public offering, it boasted a pledge 

never to “use cookies to collect private information from any user.”71 The course of its 

transformation to its current collection of robust consumer profiles emphasizes the point that data 

itself represents a supracompetitive price, meaning Facebook was only able to extract it after 

achieving, then abusing, monopoly power. As it grew, Facebook attempted to change its original, 

privacy-respectful position multiple times, each time backing off when users forcefully objected and 

even filed a class-action lawsuit.72 As competition disappeared, however, Facebook implemented 

increasingly emboldened encroaches, including: revoking the right of users to vote on privacy policy 

changes, changing the policy (including to track user activity online across third party sites and 

applications), and even removing the user’s ability to turn off tracking if a user turns off his or her 

Facebook account.73 Far from establishing consumer ambivalence to privacy protection, Facebook’s 

own recent history would suggest that the better explanation for continued consumer use of platforms 

despite the increase in forfeiture of personal data lies in Facebook’s abuse of monopoly power to 

force extraction,74 while analysts also add consumer confusion75 and exhaustion76 to the mix. 

 GAFA’s business customers operating on its platforms have similarly been increasingly 

forced to forfeit data as a term of doing business with GAFA. Google, for example, leverages its 

privileged position as the foremost search engine77 and one of the only sources most sites permit to 

crawl78 to lift information without site permission to populate its answer boxes.79 By doing so it 

keeps users within its own platform, dramatically reducing click throughs (and, as a result, business) 

                                                      
70 See id. at 52–53, 74–75. 
71 Srinivasan, supra note 43. 
72 Id. 
73 Id.  
74 Id., Majority Report, supra note 5, at 52–53. 
75 Id. at 54. 
76 Chris Matyszczyk , for Technically Incorrect, Microsoft Did Some Research. Now It’s Angry About What it Found, 
ZDNET (Oct. 25, 2020, 5:00 PM), https://www.zdnet.com/article/microsoft-did-some-research-now-its-angry-
about-what-it-found, original post at https://blogs.microsoft.com/on-the-issues/2020/10/16/privacy-laws-open-
data-economic-recovery/?ranMID=24542&ranEAID=je6NUbpObpQ&ranSiteID=je6NUbpObpQwYQL35Z5QKA_ 
dw5bx4Aeug&epi=je6NUbpObpQ-wYQL35Z5QKA_dw5bx4Aeug&irgwc=1&OCID=AID2000142_aff_7593 
_1243925&tduid=%28ir__9upjgyzgikkft3rskk0sohzg232xsiat9kg0rkur00%29%287593%29%281243925%29%28je6
NUbpObpQwYQL35Z5QKA_dw5bx4Aeug%29%28%29&irclickid=_9upjgyzgikkft3rskk0sohzg232xsiat9kg0rkur00. 
77 Majority Report, supra note 5, at 177–82. 
78 Id. at 79. 
79 Id. at 184–87. 
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to other sites.80 Similarly, the Report gave special attention to Amazon’s apparent tendency to help 

itself to customer’s data in order to replicate products and drive business customers—who are 

simultaneously competitors—out of business.81 Businesses, in turn, are helpless in the face of such 

tactics because they depend on Amazon’s platform to do business82 and may be explicitly required to 

provide the data to Amazon in the first place.83   

 Apple deserves particular attention in the extraction of business-customer data as a 

supracompetitive price. While it has remained largely free from some of the exploitation detailed 

above regarding consumer data because it keeps consumer information within its own tightly secured 

ecosystem, it does tend to help itself to data underlying third-party apps as if they provided an extra 

“R&D arm.”84 As one of two dominant App Stores85 and the only access to iOS devices,86 Apple 

exercises its power to specifically reserve the right to copy third party apps.87 It competes ruthlessly 

against the most popular apps,88 thanks to its ability to access business and sales data that companies 

traditionally guard jealously: customer identity and demographics, the kinds of apps that a 

developer’s customers tend to purchase, and, of course, apps’ sales performance.89 After extracting 

sufficient data to identify the best apps, it consistently proceeds to directly or indirectly drive the 

original app out of its App Store.90 Thus, businesses, no less than individuals, consistently pay a 

supracompetitive price in data in order to do business on a GAFA platform, only to ultimately have it 

used against them in competition. Other uses of data, once extracted by GAFA, arguably constitute 

exclusionary conduct. 

 Because the use of data by GAFA goes to the heart of establishing anticompetitive 

exclusionary conduct under Section Two of the Sherman Act, GAFA’s compilation of data and the 

resulting anticompetitive harm permitting it to maintain monopoly requires careful attention.91 

                                                      
80 google answer box 
81 Id. at 276-81. 
82 Id. 
83 Id.  
84 Id. at 362. 
85 Id. at 94. 
86 Id. at 333–34. 
87 Id. at 363. 
88 Id. at 361–72. 
89 Id. at 362. 
90 Id. at 262–65. 
91 While this note focuses on GAFA’s direct access to consumer or customer data, access to data which it then 
compiles can follow a much more convoluted trail. For examples of GAFA gathering data on consumers through 
business customers, or vice versa, see, e.g., regarding Google, Id. at 197, 207–223. 
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Beyond the invasion of personal privacy, consumer profiling also provides GAFA with almost 

impenetrable anticompetitive advantage. Although the trajectory of data collection across companies 

or lines of businesses, and back—regarding consumers and business customers alike—can be 

convoluted and difficult to pin down,92 many of the practices delineated in the Report support a 

characterization of such profiling and cross-business compilations as anticompetitive. In short, such 

compilations have such sheer breadth and depth built on data gathered across a multitude of lines of 

business, that GAFA insulates itself as untouchable in the market, both driving out competition and 

rendering entry of new competitors prohibitively expensive, if not impossible.93 

Thus, GAFA94 has a vested interest in developing robust consumer profiles. It would seem to 

be relatively common knowledge that “Facebook and Google have built comprehensive dossiers on 

almost everyone.”95 These profiles, in turn, function as the lynchpin to revenues and market 

dominance: Facebook and Google comprised 99% of growth in revenue for digital advertising, which 

relies heavily upon “behavioral data online.”96 Similarly the Report attributed Amazon’s growing 

share of digital advertising to its own user data, thanks to its market penetration of 50% of 

households in the U.S.97  

Indeed, the advertising opportunities presented by consumer profiles has long represented a 

core component of Facebook’s business model. Facebook’s initial success in attracting “more users 

and usage time than any other social network” was immediately applied to the value of its advertising 

in monetizing its business model.98 It emphasized this point to investors as it approached its initial 

public offering in 2012, touting its advertising offering as “having a significant advantage over the 

industry” because it used each person’s “real identity—people as their real selves.”99 It continued to 

invest in this advantage and, within a year of its IPO, acquired an advertising platform to track data 

relating to the impression, click, and purchase of an ad (even if the item was purchased later, without 

                                                      
92 See, e.g., the Report’s dizzying attempts to untangle Google’s multidirectional leveraging across its operating 
system, general search, web browser, and app store to reinforce any given market dominance, id. at 181, 207.  
93 For further discussion of entry barriers, see id. at 40–46. 
94 The notable exception here is Apple, which tends to collect user and business data, but has not monetized its 
business model by selling that data as the other three companies have. Rather, it develops its own competing 
products and implements advantages within its exclusive ecosystem. See id. at 333–34). Criticisms of Apple instead 
revolve around its treatment of other companies. See id. at 333 (exclusive integration), 341 and 373 
(interoperability), 342 (tying). 
95 Id. at 55. 
96 Id. at 132. 
97 Id. 
98 Id. at 172 .  
99 Id.  
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clicking through the ad).100 Facebook described its new opportunity to combine advertising in terms 

of its consumer profiles: it would “target people across browsers and devices” and “activate offline 

data to enrich online targeting.”101 It explicitly credited the value of its advertising offerings to its 

“unique data”—in other words, its individualized profiles.102 Over time, Facebook has also 

developed its data tracking to include user activity on third-party sites.103  

In addition to the transformation of its Facebook product, Facebook similarly transformed 

WhatsApp after acquiring it. Before acquisition, WhatsApp explicitly prioritized data privacy, 

promising never to “collect names, emails, location data, or the contents of messages,” and was “ad-

free.”104 In fact, it vehemently opposed building its business on advertising, stating that advertising 

means that “you the user are the product.”105 In 2014, the Federal Trade Commission (FTC) 

approved the acquisition on condition of the preservation of WhatsApp’s privacy policy.106 Yet, in 

2016 the European Commission discovered that WhatsApp policies had been updated to permit 

linking of Facebook and WhatsApp accounts,107 destroying WhatsApp’s core commitment to 

privacy.  

 Facebook, however, is far from alone in its practices. Google also developed a strategy to 

capitalize upon individualized user profiles, particularly through its ownership of Android.108 These 

profiles provide Google such an advantage that, out of all of its many products and competitive 

advantages, the Report concluded that the highest entry barrier Google has constructed against 

competition rests upon the user profiles that underwrite its advertising business.109 These profiles 

include individuals’ demographics, location, and app usage metrics.110 Like Facebook, Google’s 

escalating intrusiveness paralleled its growth and inexorable conquest of competition.111 The early-

mid 2000s were rosy years of privacy for Google. Upon one of its earlier acquisitions of major 

advertising technology, it assured Congress and the Federal Trade Commission that it wouldn’t 
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101Id.  
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combine any data collected on the platform with any other data.112 Also like Facebook, these 

promises became a hindrance to Google by the mid-2010s as competition dwindled. In 2016 Google 

reversed course, combining users’ personal identities with information gleaned from every other 

Google product, such as location information (Google Maps), information from emails (Gmail), and 

search history (Google Search).113 Google’s approach emphasizes the special threat that arises from 

combining data across businesses.114 While any particular user’s general search history spanning the 

last twenty years might alone be considered replete with valuable advertising data, it can hardly 

compare to a cross-business profile. In such a profile, data regarding all of a user’s activity across 

Google’s entire ecosystem is collected under either a unique code or the personally-identified Google 

account itself.115 As the Report notes, this profile encompasses search history, physical location, and 

app purchase and usage.116 However, this list of data sources should be expanded now that Google 

also has the power to glean additional behavioral information from consumer touchpoints in-home 

through its voice assistant,117 as well as biometric information through its acquisition of FitBit.118 

Amazon, too, has demonstrated a particular appreciation for the promise of developing robust 

data by assembling as much, and as varied, information as possible. As one former employee stated, 

“Amazon is first and foremost a data company, they just happen to use it to sell stuff.”119 Most 

notably, Amazon achieved its vast expansion through innumerable acquisitions to bring all types of 

unique, intimate sets of consumer data under its ownership.120 These include acquisitions that present 

opportunities to gather data regarding the offline behavior of its users. Thus, its acquisition of Whole 

Foods permits comparative data of a single user’s shopping habits both on and off-line.121 Amazon 

has also demonstrated willingness to act against its own short-term economic interest in its 

acquisitions in order to achieve dominance (which, incidentally, is often a death knell for defendants 

in monopolization cases122). Most notably, Amazon sustained hundreds of millions of dollars in 

                                                      
112 Id. at 208–10. 
113 Id. at 210. 
114 “Businesses” may refer to lines of business within a single company (as, for example, across Gmail and Drive 
within the Google), or across companies (as when Google, Apple, and Facebook acquire data regarding user 
activity on third-party offerings). 
115 Id. at 207, 217. 
116Id. at 217–18. 
117 Id. at 174. 
118 Id. at 306. 
119 Id. at 262. 
120 Id. at 305; see also Appendix, Id. at 405–13. 
121 Id. at 264–65. 
122 See, e.g., Nobody in Particular Presents, F. Supp. 2d, 1105–07.  
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losses to win a price war with Diapers.com and force it to concede to an acquisition.123 While one of 

the most dramatic such instances, such an approach is par for the course in Amazon’s ongoing efforts 

to force those it internally refers to as “holdouts” into its empire through contract or acquisition.124  

Recently, Amazon has prioritized expanding “eyes and ears”125 into users’ homes through its 

home security offering126 as well as through its voice assistant, Alexa.127 While it may currently lack 

the diversity of sourcing that Google and Facebook have so far achieved, it has made up for this in 

aggressive dedication to growth and data collection. Alexa is unique in that it stores all data 

collected, including recordings of user interactions,128 a feature that drew particular concern in the 

Report as such recordings include any background noise occurring during a user interaction—adults 

and children alike.129  

 Finally, it should be noted that, as with data extraction, GAFA demonstrates as much interest 

in compiling data regarding other businesses (customers and competitors alike) as regarding ultimate 

consumers.130 Thus, one of Facebook’s acquisitions emphasized in the Report was that of Onavo—a 

VPN that provides data regarding app usage (spanning from metrics regarding game interaction to 

details of Amazon shopping searches), to provide Facebook with information regarding usage of 

competitor apps.131 Similarly, Google developed a special program to mine information regarding 

installation and usage (including duration and frequency) of third-party apps on Androids.132 Apple 

and Amazon have come under particular criticism in this regard, as companies that found particular 

                                                      
123 Majority Report, supra note 5, at 262–66. 
124 Id. 
125 Id. at 306–09. 
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127 Id. 
128 Id. at 314.  
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apparent inability to address it, while simultaneously framing it in terms of corporate theft, unconscionability, 
monopolistic abuse, and other squarely established legal doctrines and remedies. Therefore, to the extent that 
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success selling apps or products on those platforms suddenly found themselves facing competing 

products—even counterfeits—produced by those platforms.133 

Although too broad a topic for the purposes of this Article, it deserves mentioning that GAFA 

access to data regarding the businesses on its platforms raises two distinct challenges. One is 

essentially theft—the access and appropriation of propriety data regarding a product itself. This 

might be either access which the platform must have in order to offer the product on its platform, or 

else access GAFA is able to require given the indispensability of its platforms for customers’ 

businesses.134 The other challenge also arises in regard to proprietary data, but proprietary data 

regarding the customer’s course of business rather than the product itself. This data, such as 

consumer locations and demographics, volume of sales and revenues, pricing, and high or low-

selling seasons, also provides untold value in developing and marketing products.135  

While the extraction of data as a supracompetitive price supports a conclusion that GAFA 

possesses monopoly power in its respective markets and that further extraction may be exclusionary 

conduct, the compilation of data across lines of businesses—whether across businesses tracking 

consumers, or beyond GAFA’s own lines of business to acquire data from the respective businesses 

of its customers, represent the origin behind much of the anticompetitive abuses surrounding data 

catalogued in the Report. Recognition of that compilation itself as exclusionary conduct would not 

only be defensible under existing doctrinal justifications, but would address significant amounts of 

harm with simplicity and precision. Thus, the next Sections will consider special considerations of 

monopolization claims in the technology sector, then explore how those special considerations might 

inform an appropriate remedy. 

III. EVALUATING APPLICATION OF SPECIALIZED AND TRADITIONAL DOCTRINES TO ANTITRUST 

IN THE TECH SECTOR 

 Although, to this point, I have simply asserted that GAFA’s collection and compilation data 

practices directly satisfy the second element of a monopolization claim, an examination of 

specialized theories further clarifies how a traditional monopolization claim is better situated to meet 

the challenges posed by GAFA than specialized doctrines mentioned or alluded to in the Report. 

Some, including the Subcommittee Majority, would seek new remedies to cut GAFA down to size, 

from extreme judicially-imposed divestiture to new (and dangerously vague) legislatively-provided 
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causes of action.136 It even opened the door to revival of doctrines explored and abandoned in earlier 

decades.137 Of its many suggestions and implications, two doctrines deserve particular attention: 

monopoly leveraging and conglomerate mergers. Ultimately, however, even apart from the difficulty 

of raising doctrines abandoned as an unsound relic of the 1970s138 and then later resurfaced only to 

be decisively rejected,139 they don’t adequately address the anticompetitive actions taken by GAFA 

today. 

The first of these, monopoly leveraging, is specifically offered as a potential avenue of 

enforcement in the Report.140 However, the Report’s proposal is impractical, focusing on imprecise 

generalities of leveraging, and calling for the most recent rulings decisively condemning the doctrine 

to be overruled.141 Monopoly leveraging sought to curtail a company’s efforts to use an existing 

monopoly in one market to either monopolize or, possibly, merely gain advantage, in a second 

market.142 While the Report correctly calls for remedies that would prevent GAFA from further 

success in maintaining dominance through the evolution from computers to mobile devices to the 

newly emerging frontier of voice,143 it fails to acknowledge that monopoly leveraging is a doctrine 

ill-suited to the task. GAFA’s efforts center around buttressing its respective core businesses far more 

than efforts toward monopolizing a new market.144  

Amazon’s acquisition of Whole Foods presents an apt example of this crucial distinction. 

Monopoly leveraging, if revived, would serve to prevent Amazon from using its monopoly in online 

retail to achieve monopoly in the grocery, or high-end natural grocery, markets. However, this 

acquisition might be better described as “reverse” leveraging: acquisition to gather grocery-

purchasing behavior for the purpose of maintaining Amazon’s already-existing online retail 

monopoly.145 In that sense, revival of the monopoly leveraging doctrine would fail to bring a new or 
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improved judicial tool to the task of evaluating and adequately addressing the correct antitrust 

violation wrought by Amazon’s acquisition of Whole Foods. Conduct that seeks to further an 

already-existing monopoly, not establish a new one, remains outside the purview of the monopoly 

leveraging doctrine. 

 The second doctrine, regarding conglomerate mergers, resonates with the Report 

recommendations that would target GAFA more on the basis of size than conduct.146 That doctrine 

sought to account for the so-called unique threat of a monopolist that used a merger to monopolize a 

new market, specifically, a market non-adjacent to the market in which it already held a monopoly. 

Again, however, this doctrine runs the risk of punishing size over conduct, failing to elucidate any 

unique or additional harms wrought by a multi-market monopoly held by a single entity over those 

same monopolies if held by different entities. The approach applied today would also incur other 

serious failures. Most notably, it would dismiss the enormous benefits GAFA confers via its reach, 

size and scale, while failing to address the problem noted above that GAFA’s acquisitions appear 

largely to buttress existing monopolies.  

Amazon’s takeover of Diapers.com exemplifies this distinction. To apply the doctrine, 

Amazon’s new diaper business should be analyzed apart from the clear breach of merger law noted 

by the Report.147 Then, three distinct problems with the conglomerate merger doctrine arise. First, it 

seems at least as likely that Amazon sought the acquisition to expand its online empire as to 

challenge, for example, Pampers and the diaper market at large. Second, regardless of which market 

it targeted, the doctrine suggests no clear reason that Amazon’s online-diaper monopoly is more 

harmful to the market than would be that of any other monopolist. Finally, and most problematically 

for the doctrine, this still fails to account for the benefits in price and convenience that Amazon 

bestows as a result of its size. Thus, while the acquisition should arguably be struck down as 

anticompetitive, those harms relate to the actions against economic self-interest policed by merger 

law, not the vague, size-based focus of the conglomerate merger doctrine on multi-market 

monopolists.  

Further, a few cases and agency guidance do shed light on the unique demands of antitrust 

enforcement in the tech sector. Incidentally, they support a judicial finding of cross-business data 

compilations as exclusionary conduct. First, the Report has the right idea in finding concern in the 
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fact that GAFA seeks to—and has been more or less successful to date—in maintaining dominance 

as technology evolves from computers, to phones, and into voice.148  Due to network effects and 

other unique aspects of digital markets,149 digital markets have long been recognized to trend toward 

a single dominant market leader at any particular time.150 As a result, competition is best preserved at 

points of transition, when a new dominant company emerges to lead the market as technology 

evolves.151  Thus, as Microsoft was curtailed in its attempt to undercut competitors in order to protect 

its operating system dominance as the internet developed,152 so too GAFA should long since have 

been curtailed in its actions to preserve its respective computer-based dominances through the 

transition to mobile apps and voice usage. 

The Microsoft case in particular provides powerful force as the most recent and on point 

precedent regarding a tech monopolist. In that case, Microsoft took a number of actions stemming 

from a single goal: to cripple Netscape Navigator and, to some extent, Java.153 These actions all 

aimed protect the monopoly its operating system had as the platform that nearly all consumers were 

drawn to use and for which nearly all software developers and coders developed programs.154 Despite 

the complex multiplicity of actions Microsoft took to maintain its monopoly, the court needed no 

novel doctrine nor legislative assistance. Rather, it applied well-established monopolization law.155 

Thus, the court struck down the devastating exclusive agreements Microsoft successfully imposed 

upon various partners and business customers as a result of its immense power.156 (Incidentally, 

similarly oppressive agreements were featured as a central focus of the complaint already filed by the 

Department of Justice against Google.157) 
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The Microsoft court was also specially attentive to Microsoft’s conduct that forced would-be 

competitors to enter at multiple levels of the market in order to compete.158 As such, it applied in the 

technology sector a solid and longstanding antitrust protection that has been judicially applied across 

antitrust.159 This suggests that caselaw could dispose courts to strike down GAFA’s data 

compilations across businesses—which consistently caused the Report to note this multi-market 

requirement upon would-be competitors—as exclusionary conduct without requiring some new 

legislative or judicial invention for redress. 

Finally, the Microsoft court showed that antitrust enforcement can be effective without being 

extreme. In addition to condemning the central exclusionary actions taken by Microsoft, it catalogued 

other, more periphery, exclusionary conduct and prohibited it as well under the “monopoly broth” 

theory.160 The theory accounts for multiple actions, any one of which alone might not rise to the level 

of exclusionary conduct, but together accumulate into impermissible exclusionary anticompetitive 

conduct.161 The theory allows courts to adequately police cunning monopolists without the undue 

delay and burden of constantly inventing new doctrines. Yet, given power and flexibility of these 

remedies, the court also did not let itself get carried away into extremism. While upholding the great 

majority of the lower court’s holdings applying each of the applicable law, policy, and doctrines, it 

also reversed the lower court’s order of divestiture for failure to demonstrate the specific necessity of 

that dramatic remedy.162  

Thus, having established through both longstanding and recent history that GAFA’s data 

compilation practices could satisfy the exclusionary element of a monopolization claim, the 

remaining question is one of remedy. The remedy must carry sufficient force to correct the 

anticompetitive harm resulting from GAFA’s data practices without devolving into extremism or 

giving rise to new problems regarding political support or the practicalities of enforcement. In the 

next Part, I propose an antitrust remedy that has been applied to brick-and-mortar businesses, 

tweaked only slightly to provide a data-centric solution to this data-centric problem. 

IV. REMEDY 
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 Traditionally, courts have broad discretion to fashion a remedy that best affords relief and 

restores competition.163 One such remedy regarding monopolists has been the imposition of 

divestiture along lines of business.164 However, as discussed above, divestiture itself represents a 

dramatic remedy, and one not always necessary to break a monopolist’s stranglehold on the 

market.165 In the case of data practices, I propose that courts consider imposing data silos: a 

prohibition upon GAFA from commingling data across lines of business— both between itself and 

an outside company from which it can garner data, and between lines of business itself. Thus, for 

example, Facebook would be forbidden from purchasing data regarding its users’ behaviors across all 

corners of the internet, nor could Amazon combine single-user data mined from Amazon and Whole 

Foods. Similarly, Amazon and Apple would be forbidden from helping themselves to the proprietary 

data of businesses attempting to sell products on their respective platforms. Finally, Google could no 

longer marry data between the products in its suite, such as general search and maps to create user 

profiles; nor could it seize data from third party sites for its own vertical offerings. Such a remedy 

could neatly walk the line alluded to in the Report in its distinction between permissibly “track[ing] 

popular products” and impermissibly amalgamating “near-perfect market intelligence.”  

 This remedy affords several other advantages. First, it utilizes a classic antitrust remedy 

without blindly imposing tradition to the point of absurdity and additional harm. Often, in breaking 

the exclusive advantage afforded by a monopolist’s exclusionary conduct, courts force sharing, such 

as requiring monopolists to provide access to a resource essential to competitors such as a lone 

bridge166 or power grid.167 However, in the case of data privacy, forced sharing of personal online 

information or proprietary business information would not only be absurd and invasive, but could run 

afoul of other laws168 or frustrate other judicial aims.169 Conversely, a data silo approach works 

within existing antitrust doctrine without running afoul of privacy law, permitting effective redress 

for actual harm without becoming mired in political controversy.170 

 Second, and possibly most importantly, this remedy dismantles any justification for the 

Report’s fixation on GAFA’s size. Much of GAFA’s data-related anticompetitive conduct would 
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have been far less effective, if even possible, without cross-business compilations and consumer 

profiles. A data silo remedy would squarely prohibit GAFA’s data practices established above as 

exclusionary conduct, which could effectively foster competition and puncture GAFA’s ability to 

extract supracompetitive data prices. Imposition of data silos would thus dismantle barriers to new 

entry that require competitors to enter in (or expand into) multiple markets in order to compete with 

GAFA. In essence, it preserves the consumer benefits wrought by GAFA’s size while limiting 

GAFA’s ability to use that size to unlawfully wield its monopoly.  

Finally, data silos could be practically applied and at minimum cost to enforcing courts or 

agencies by providing incentives similar to those in already-existing leniency or credit programs in 

corporate compliance.171 Such programs indicate that enforcement could place the burden on GAFA 

to demonstrate adequate imposition and internal enforcement of data silos in order to win that credit 

or leniency, rather than tasking courts with the burden of ongoing oversight. 

This is not to say that a data-centric remedy could function alone as a silver bullet for Big Tech 

antitrust enforcement. The Report itself acknowledged the need for a multivarious approach, 

providing well over a dozen possible recommendations for legislative, judicial, and agency actions 

that address a variety of established and novel antitrust claims.172 However, the advantages of data 

silos as a simple, precise, and practical approach to GAFA’s data practices could effectively apply 

existing antitrust doctrine to provide significant redress. 

CONCLUSION 

 The harms to competition wrought to date by GAFA have proven costly across multiple 

markets and violated multiple areas of the law. However, the recommendations proposed in the 

House Judiciary Subcommittee Report are overly broad and politically unworkable. Rather than 

trumpet demands for new and extreme retributive action with uncertain prognosis at best, 

enforcement should focus on application of traditional monopolization doctrine to the data 

compilation and profiling practices that reveal supracompetitive price and constitute exclusionary 

conduct take in digital markets. Data silos, as a digital application of a traditional remedy to enforce 

restrictions—but not divestiture—along lines of business can then adequately and precisely address 

the harms wrought by these anticompetitive data management practices currently employed by 

Google, Amazon, Facebook, and Apple. 
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