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“ BigVData”
Volume
Variety
Velocity
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Increasing value
Increasing importance
Increasing scrutiny
Increasing responsibility
Increasing opportunity
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What Should You Do?
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Know Your Data
Map Your Data “Ecosystem”
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No specific comprehensive
data privacy or security legislation
(in the US)
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ng of personal data of EU subjects
of “personal data”

bcessing unless stated conditions are met

s transfer to countries not offering adequate levels of protection
artment of Commerce-negotiated “Safe Harbor Principles” enable
rs to US companies

elf-certification regime

llows US companies to register as compliant

‘FTC oversight

oposed overhaul in the works (announced Jan. 25, 2012)

BRYAN

't Stafé Laws

e

‘Statutes

‘unfair or deceptive” trade practices
“hotification statutes
6 states (DC and various US territories)

cation of state residents (and perhaps regulators) affected by
horized access to sensitive personal information

| safeguards statutes

Significant) minority of states

E'Safeguards to secure consumer information from unauthorized access
ta privacy statutes

Online privacy policies covering use and sharing of consumer information
Use of personal information for direct marketing purposes




viders - Health Insurance Portability and Accountability Act

{under 13) - Children’s Online Privacy Protection Act (COPPA)
content - Video Privacy Protection Act
s statutes covering education, payment processing, etc.

QTR

Federal Trade Commission Act (FTCA)
(15 U.S.C. 41, et seq)

“Unfair or deceptive acts or practices”

BRYVAN-CAV L




clirity requirements

£ptive data privacy policies and promises

asingly active enforcement

Viore than 40 actions to date

* More than 25 in the last 6 years

« Many more investigated but not brought

6n Act (FTCA)

unfair or deceptive acts or practices in or affecting

to implement “reasonable and appropriate” data security measures

uting unfair or deceptive acts or practices

Covering largely electronically stored data and information
Targeting security breaches as well as privacy violations
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eément and Compliance

entations regarding practices for information security,
tiality, and integrity

essment of reasonably-foreseeable, material security risks
comprehensive written information security and privacy program
ate employee(s) to coordinate and be accountable for the program
ement employee training

nduct biannual independent third party audits to assess security and
vacy practices

plement multiple record-keeping requirements
plement regular testing, monitoring, and assessment
dergo periodic reporting and compliance requirements

hose requirements on service providers BRYAM-EAV L
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“Promises
not just
Policies

10



obligated to

promises about privacy that it makes to its

hundreds of millions of users.”

Jon Leibowitz

Chairman of the FTC
Speaking on the [y settlement

“Innovation does not have to come at the

expense of consumer privacy.”

Jon Leibowitz

Chairman of the FTC
Speaking on the (R settlement




“We've made a bunch of mistakes.”

Mark Zuckerberg
CEO of Facebook
Speaking on the (R settlement

Scope of
“Personal Information”




“Personal information™ shall mean individually identifiable information from or
about an individual consumer including, but not limited to: (a) a first and last
name; (b) a home or other physical address, including street name and name of
city or town; (c) an email address or other online contact information, such as an
instant messaging user identifier or a screen name; (d) a telephone number: (e) a
Social Security number; (f) a driver’s license number or other government-issued
identification number; (g) prescription information, such as medication and
dosage, and prescribing physician name, address, and telephone number, health
insurer name, insurance account number, or insurance policy number; (h) a bank
account, debit card, or credit card account number; (i) a persistent identifier, such
as a customer number held in a “cookie” or processor serial number, that is
combined with other available data that identifies an individual consumer; (j) a
biometric record; or (k) any information that is combined with any of (a) through
(j) above.

In the Matter of UPromise, Inc. (FTC File No. 102 3116, Jan. 5, 2012)

1. Personally identifiable information” or “‘personal information™ shall mean individually identifiable
| information from or about an indivicual consumer including, but not limited to: (a) a first and last name:
(b) a home or other physical address. including street name and name of city or town: (c) an email
address or other online contact information, such as an instant messaging user identifier or a screen
name that reveals an individual’s email address: (d) a telephone number: (e) a social security number:

1 (1) an Internet Protocol (“TP”) address or host name that identifies an individual consumer: (g) a
persistent identifier. such as a customer number held in a “cookie™ or processor serial number. that is
combined with other available data that identifies an individual consumer: or (h) or any information that

is combined with (a) through (g) above. Provided that. this definition shall not include personally
identifiable information about physicians, nurses, or other health care professionals. or their staff. that is
collected in connection with such persons” professional duties.

In the Matter of Eli Lilly and Company (File No. 012 3214, Januray 18, 2002)

BRYAN-CAVE
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Scope of
“Sensitive Information”

A

[

BRYAN

Sl
—
—

easitive information” to include SSN, drivers license
account information

ned this definition to include

tion regarding children

ocation information

is toward more activity in these areas

ctical considerations

now when/where you collect sensitive information

onsider seeking consent when using sensitive data for marketing purposes
nsure that WISPs appropriately protect sensitive information

e that these categories of sensitive information may not trigger a data
ach notification requirement under state laws
a BRYAN-CAVE
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(Written Information Security Plans)

BRYAN

Jer GLBA requires implementation of “written

e to the company, nature and scope activities, and level of sensitivity
tion

sent orders now generally impose similar requirements
iplementation comprehensive information security program

y documented in writing

Peasonably designed to protect the security and privacy of covered information
Containing controls and procedures appropriate to the

¢ Size and complexity of the business

« Nature and scope of activities

Sensitivity of the covered information

S. state regs. also now require WISPs BRYM-CAVETT
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“Reasonable and appropriate”
security measures

QTR

rockyou

U.S. v. RockYou, Inc.
(N.D. Cal. Mar. 26, 2012)

upromise”

Matter of UPromise, Inc.
File No. 102 3116, Jan. 5, 2012)

In the Matter of Complete, Inc.
(FTC File No. 102 3155, Oct. 22, 2012)
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priate Security
ce on what is not reasonable or appropriate
sumers unnecessarily

ps to avoid collection of PII

test applications to ensure they are not collecting PII

fiing employees about security risks

itting or storing sensitive information in unencrypted form

ing to segment servers

ving systems susceptible to hacking (e.g., SQL injection attacks)

ailing to ensure that service providers use reasonable and appropriate security
y also raise practical considerations

nderstand the data you are collecting, storing, accessing, and sharing

raft WISPs to prohibit unreasonable practices

ducate and train employees

nforce and update applicable policies o

QTR
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, COPPA
“hildren’s Online Privacy Protection Act)
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®®
®®
United States of America v. Artist Arena, LLC
(U.S. Dist., SDNY Oct. 2, 2012)

BRYAN

toFanClub.com
users to join fan club, create profiles and post on members’ walls
knowingly registered over 25,000 children under age 13 and collected
aintained personal information from almost 75,000 additional children
i0 began, but did not complete the registration process.

keters need to know that even a bad case of Bieber Fever doesn’t
tuse their legal obligation to get parental consent before collecting
rsonal information from children,” said FTC Chairman Jon Leibowitz

he FTC is in the process of updating the COPPA Rule to ensure that it
ntinues to protect kids growing up in the digital age.”
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Regulations
nal information” to include:
‘(i.e., IP addresses, Device ID’s)
bers held in cookies

on information

s'more effective means of obtaining parental consent (i.e. “no
email plus”)

minimization requirement

uires all operators of an online service or website to provide contact
ormation

Ad networks

Analytics providers

Other content providers

BRYAN

1ons
or Sites/Apps “targeted to children”
Vice ID’s could violate COPPA unless advance parental

reatively to ensure effective parental consent

fy data retention and implement effective data disposal policies and
ures

your partners (analytics companies, third party marketing partners) and
sure downstream controls through contractual provisions

ense industry criticism
he 90’s called and they want their apps back”
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Downstream obligations. . .

ontractual restrictions on third party

IT IS FURTHER ORDERED that respondent, in or affecting commerce, shall, no later
than the date of service of this order, establish and implement, and thereafter maintain, a
comprehensive privacy program that is reasonably designed to: (1) address privacy risks related
to the development and management of new and existing products and services for consumers,
and (2) protect the privacy and confidentiality of covered information. Such program, the
content and implementation of which must be documented in writing, shall contain privacy
controls and procedures appropriate to respondent’s size and complexity, the nature and scope of
respondent’s activities, and the sensitivity of the covered information, including:

v N w

the development and usc of reasonable steps to select and retain service providers
capable of appropriately protecting the privacy of covered information they
receive from Respondent and requiring service providers, by contract, to
implement and maintain appropriate privacy protections for such covered
information.

In the Matter of Google, Inc. (FTC File No. 102-3136, March 30, 2011)




e'Providers
‘€ontractual restrictions on third party

effective Mass. regulation (201 CMR 17.03)

n...appropriate security measures”

nt into full effect on March 1, 2012

etical implications

nderstand what service providers you are using

evise and amend form agreements (develop form paragraphs)
aintain a WISP with applicable policies

onduct risk employee training

nvestigate incidents and document follow-up action

:.cémpanies providing service providers with personal information
fass. residents to contractually require the providers to “implement and
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Respecting consumer choice. ..




Google

U.S. v. Google, Inc.
(Case No. 5:12-cv-04177-HRL, N.D.Cal. August 9, 2012)

BRYAN-CA

r€hoice on Privacy
No. 5:12-cv-04177-HRL, N.D.Cal. (August 9,

s00gle with violation of Google (Buzz) Consent Order
cy permitted opt out

“exploited loophole in Safari browser default DNT settings to drop
eclick tracking cookies

le to pay $22.5mm to settle charges
ediation measures
if-reporting of compliance with remediation




Where are we headed?
...and what should you do?

QTR

N

Y, Protecting Consumer
9 L Privacy in an Era
.f% of Rapid Change

RECOMMENDATIONS FOR
BUSINESSES AND POLICYMAKERS

FTC REPORT

FEDERAL TRADE COMMISSION | MARCH 2012

March 26, 2012
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p'eriod (more than 450 comments received)
ractices for the protection of consumer privacy
0 both traditional (offline) and online businesses

to assist Congress as it considers privacy legislation

itended to serve as a template for law enforcement actions
what about plaintiffs attorneys?)

“of privacy roundtables held by the FTC

-based on several core concepts
&r choice

SIMPLIFIED CONSUMER CHOICE

Baseline Principle: Companies should simplify consumer choice.

A. Practices That Do Not Require Choice

Final Principle: Companies do not need to provide choice before collecting and using consumer data for
practices that are consistent with the context of the transaction or the company’s relationship with the
consumer, or are required or specifically authorized by law.

To balance the desire for flexibility with the need to limit the types of practices for which choice is not
required, the Commission has refined the final framework so that companies engaged in practices consistent
with the context of their interaction with consumers need not provide choices for those practices.

B. Companies Should Provide Consumer Choice for Other Practices

Final Principle: For practices requiring choice, companies should offer the choice at a time and in a context
in which the consumer is making a decision about his or her data. Companies should obtain affirmative
express consent before (1) using consumer data in a materially different manner than claimed when the
data was collected; or (2) collecting sensitive data for certain purposes.

The Commission commends industry’s efforts to improve consumer control over online behavioral tracking
by developing a Do Not Track mechanism, and encourages continued improvements and full implementation
of those mechanisms.




ed on several core concepts

TRANSPARENC

Baseline Principle: Companies should increase the transparency of their data practices.

A. Privacy notices

Final Principle: Privacy notices should be clearer, shorter, and more standardized to enable better
comprehension and comparison of privacy practices.

B. Access

Final Principle: Companies should provide reasonable access to the consumer data they maintain; the extent
of access should be proportionate to the sensitivity of the data and the nature of its use.

The Commission has amplified its support for this principle by including specific recommendations governing
the practices of information brokers.

C. Consumer Education

Final Principle: All stakeholders should expand their efforts to educate consumers about commercial data
privacy practices.

QTR

based on several core concepts
er choice

PRIVACY BY DESIGN

Baseline Principle: Companies should promote consumer privacy throughout their organizations and at every
stage of the development of their products and services.

A. The Substantive Principles
Final Principle: Companies should incorporate substantive privacy protections into their practices, such as
data security, reasonable collection limits, sound retention and disposal practices, and data accuracy.

B. Procedural Protections to Implement the Substantive Principles

Final Principle: Companies should maintain comprehensive data management procedures throughout the life
cycle of their products and services.

25



Final Scope: The framework applies to all commercial entities that collect or use consumer data that can be
reasonably linked to a specific consumer, computer, or other device, unless the entity collects only non-
sensitive data from fewer than 5,000 consumers per year and does not share the data with third parties.

fication of the definitions used in FTC settlements
iades of the definition in the EU Data Protection Directive
urring of the line between PIl and non-PlI

hen is information not PI1?

=
=

BRYA

Sl

[

nal Information
asonably linkable to a specific consumer,

nable measures to ensure that data is de-identified

y commit to not try to re-identify

fitractually prohibit downstream recipients from trying to re-identify
‘ake measures to silo de-identified data from PII

not remove concerns by simply envisioning the sharing of only
2-identified” or anonymous data

st actually follow FTC guidance

Prohibitions in privacy policies against re-identification

Provisions in vendor contracts regarding re-identification

. Systems designed to silo off de-identified data

26



65 and Subsidiaries

; y policies and practices regarding information
e affiliates and subsidiaries

iews affiliates as “third parties” unless the affiliate
 “clear to consumers”

branding is cited as sufficient to make a relationship clear
inty remains

cal implications

sclose affiliate sharing in privacy policy

onsider opt-in for sharing sensitive information with affiliates

Opt-out for non-sensitive information

BRYAN

CONSUMER DATA PRIVACY
IN A NETWORKED WORLD:

A FRAMEWORK FOR PROTECTING
PRIVACY AND PROMOTING INNOVATION
IN THE GLOBAL DIGITAL ECONOMY

FEBRUARY 2012

“Consumer Privacy Bill of Rights”

27



of'Rights

e House, Department of Commerce, and

work for consumer privacy protections
rinciples covering personal data

voluntary industry “codes of conduct” for privacy and security
6urages inclusive and transparent process

fe harbor status for compliance with an approved code

QTR

Mobile Applications
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Mobile Apps for Kids:

Current Privacy Disclosures are
Dis appointing

S
Iiiii .‘I=‘

s T S

FIC Stoff Report
February 2012
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e Privacy
1’s‘Mobile App’s and Privacy (Feb. 16, 2012)
apps (75%) targeted at children (under 13)

ovide good privacy disclosures

tict additional COPPA compliance reviews over the next 6 months
arning letters (Feb. 2012)

..sent letters to marketers of 6 mobile apps

arned that apps may violate Fair Credit Reporting Act (FCRA)

f apps provide a consumer report, must comply with FCRA requirements

Workshops

New guidance for advertisers on online and mobile disclosures

Updates on the 2000 FTC “Dot Com Disclosures” guidelines for online ads
Emphasizing that consumer protection laws apply online and in mobile

29



ile Privacy

y-General (AG) announced that California state privacy
pplies to mobile applications (February 22, 2012)

quires conspicuous posting of privacy policy on mobile

hia AG issued warning letters to 100 mobile app developers in
n of Cal OPPA (October 24, 2012)

nited Airlines, Delta Airlines, Open Table among those targeted

hreatens civil penalties of up to $2,500 for each download of non-compliant
app

QTR

MARKETING YOUR
MOBILE APP

GET IT RIGHT FROM THE START




g Mobile Apps

‘futh About What Your App Can Do

ose Key Information Clearly and Conspicuously

Privacy Considerations in From the Start

er Choices that are Easy to Find and Easy to Use

onor Your Privacy Promises

Protect Kids’ Privacy

Collect Sensitive Information Only with Consent

Keep User Data Secure

nowledges there can be no “one-size-fits-all” approach

also states that the laws apply to all companies

es” or “principles” for mobile app developers

bile market is not different from the Internet

BRYAN-C
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Civil Litigation
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d cases (both data breach and unauthorized
sonal information

édicated privacy plaintiffs’ bar
ws for defendants

are routinely dismissed at the pleading stage (on Article Ill standing or
ity to meet “actual injury” element of claim)

out-of-pocket damages = No claim
e tide seems to be turning in favor of plaintiffs

QTR

ta Breach Litigation, Carnegie Mellon/Temple
ruary 19, 2012)

very/settlement positively correlated with number of records
3¢, actual misuse of data, statutory damages

re likely to draw a lawsuit if financial harm present

r when companies provide free credit monitoring
settlement value of $2,500 per affected individual
n attorneys’ fee figure of $1.2 MM

Google Buzz: $2.5mm

- TD Ameritrade: $500K (knocked down from $1.8mm)

. Facebook Beacon: $2.8mm (currently on appeal)
acebook Sponsored Stories: $10mm?

pres settlements ranging from $50K to $9.5 MM
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Insurance Coverage

ng injury*

‘Options and alternatives are growing

ainst claims for "bodily injury”, "property damage", and "personal

 insurers are offering data breach and “cyber-liability” policies

Choose wisely as exclusions may limit the benefits of coverage




What Should You Do?

BRYAN

sircreasing scrutiny
¢ontinue (and may increase)

ty breaches are not required
reasonable and appropriate measures
nies held to privacy-related promises

pe of personal information is growing

rcement actions are influencing and defining industry expectations
r and customer expectations too?)

ur enforcement issue may not come from the FTC, but from a
tential customer, financing source, or acquirer

emium on increased transparency into data practices




lection, usage, and sharing)

cate and train employees
anage and monitor vendors and contractors

eed and hold it only as long as you need it

BRYAN-C

AV
v

([

Thank You.

Jason Haislmaier
jason.haislmaier@bryancave.com
@haislmaier
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