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MARKET IMPERFECTIONS LEADING TO THE FAILURE OF PRIVACY PROTECTION IN
CYBERSPACE

Societal: Situations where important values are not well reflected in market transactions
Externalities: Trust is undermined!

Non-economic Values: Concern,? Fear of Being Monitored,? and Exposed,* Reputational
Harm,> Unwanted Intrusion,® Physical Security,’

Structural: Conditions that result in inefficient outcomes

Insufficient Competition: Incomprehensible Privacy Policies,® Inadequate Choice’
Economic Harm: Bad Purchase Decisions,!” Security Breaches,!! Identity theft 12

Endemic: Tendencies of economic relations that undermine key market functions
Perverse Incentives: Incomprehensible Privacy Policies,!? Slow to React!*

Asymmetric Information: Speed of Technological Change!® v. Slowness to React,! Difficulty
of Detecting Harm,!"Invisibility of Transactions and 3™ Party Relations!®
Transaction costs: Frictions that impose costs and constrain exchange

Search and Information Costs: Lack of Simple and Clear Information,!” Cost of Interrupting

Transactions to Find, Evaluate and Act to Protect Privacy,? Invisibility of Transactions and 3
party Relations to Consumers?!

Bargaining Costs: Lack of Alternatives,?? Inability to Define®

Policing and Enforcement Costs: Difficulty of Detecting Harm,?* Complexity, Level and Amount
of Information Gathered,? Rapid Technological Change,?® Third Party Relationships?’

Behavioral: Psychological and other human traits that bound “maximizing” actions

Motivation: Concerns,?® Fear of Being Monitored®

Perception: Reputational Harm 3

Calculation: Failure to Understand,®® Failure to Appreciate Risk,*? Lack of Awareness®
Execution: Struggle to Keep Pace,>* Do Not Read?




Crowding Sourcing Enforcement

A Digital Crowd is not a Mob. it is a Community with shared
interests and durable relationships created by a purpose and
sustained by rich communications that can be focused on the
enforcement of rules.

Why it should happen: People should participate in enforcing
the rules under which they live.

Why it must happen: The ability of government to police bad
acts and actors on its own has collapsed.

Why it could happen: Digital technologies make direct, real
time involvement feasible.

What it would take to make it happen: Structure must
transform viral communications into effective participation.




Journalism as Non-governmental Oversight
Relationship Role Function
Mediated Fourth Estate = Monitorial

Direct Fifth Estate Participatory



Participatory Democracy’s Ideal Media

Pluralist
Support Interest Group Formation
Mobilize interests
Convey public opinion to policymakers
Communal — Promoting agreement on the common good
Inclusive
Thoughtfully discursive
Self-Reflective
Informing public about itself
Contest dominant opinion

Criterion to measure government responsiveness



Participatory Enforcement Enriches Democracy

Relationship

Mediated

Direct

Role Function

Legislative People participate in
writing the rule under
which they live

Regulatory People participate in
enforcing the rules
under which they live



THE PUBLIC SPHERE MEDIATES BEWEEN THE PRIVATESPHERE
AND SPHERE OF POLITICALAUTHORITY

SPHERE OF POLITICALAUTHORITY

PUBLIC SPHERE

PRIVATE SPHERE

Private preferences become p m ticipation



Crowd Sourcing and the Expansion of the

Public Sphere

20™ Century Public Sphere
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21" Century Public Sphere
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Over 40 years (from Nixon to Bush II) market
fundamentalists have set out to undermine the
ability of government to oversee the economy.
They have succeeded at 3 levels.

Embedding the anti-government, deregulatory
meme in the public psyche

Underfunding and under-staffing oversight
activities.

Creating a vicious circle in which underfunding
impairs the ability of government to do its job,
which reinforces the anti-government meme
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Ratio of Journalists to Corporate Activity (Real Values)
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Ratio of Journalists to Economic Activity (Real Values)
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* The public supports specific government action

Public Support for Government Action
(% of Respodnents who say "do as much or more")
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and the pubic is right, market failure is pervasive



COMPREHENSIVE LIST OF IMPERFECTIONS THAT CAUSE MARKETS TO FarL
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Building a Participatory Alternative

ORGANIZATIONAL ROLES FUNCTIONS AND ACTIVITIES
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Organizational Challenges

Why do people cooperate?

Who gets to participate according to the rules of entry?
Where are the positions located?

What are they allowed to do in those position?

How are they motivated, monitored and disciplined?



THE NATURE OF A CROWD THE IMPORTANCE OF A
_ PARTICIPATORY RULE

A Crowd is not a Mob, it is a Community where Create an identity
shared Interest bring people together identify a task
in different roles and durable relationships: Innovator define roles

Trend Spotter, Evangelist, Spreader, Skeptic, Member  build durable relations
to contribute resources to produce output focus effort on a task

and derive a reputational reward provide a conclusion

“Film School: Crowd Accelerated Innovation,” Wired, January 2011



In the privacy space we are seeking a government
mandate to create tools that could enable better
consumer protection, with a mechanism like a “do not
track” requirement.

Once we have that, we can crowd source enforcement,
with participatory creation of lists and policing of list
violators.

| have argued that we can take the same approach to
enforcement of network neutrality. With the recent FCC
order, we have the rules part, now we need to make the
enforcement part effective.



