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Run-of-network ads
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Woman Stalked Across 8 Websites
By Obsessed Shoe Advertisement
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October 12, 2015
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LAWRENCEVILLE, GA—Expressing her growing unease at repeatedly spotting the
same picture and text lurking in the corners of her favorite webpages, local woman
Laura Spelman confirmed Monday that she has been stalked across eight different
sites by an obsessed Nine West shoe advertisement. “When I first saw the ad for
the black ballet flats in my Facebook news feed, it seemed harmless enough, but
then I went to check the forecast on Weather.com and it was waiting there for me—
it’s really kind of disturbing,” said Spelman, adding that she has taken to scrolling

awav from the fanatical ad as fast as nossible whenever she catches sicht of it “T



Technology for ad tracking

* Cookies

* Third-party cookies

* Ad exchanges

* Cookie syncing

* Other identifiers used for tracking
* Cross-device tracking

* Probabilistic tracking



Hypertext Transfer Protocol (HTTP)
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Hypertext Transfer Protocol (HTTP)
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Browser makes HTTP requests for every
object embedded in page
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Browser makes HTTP requests for every

object embedded in page
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Browser makes HTTP requests for every
object embedded in page

Invisible pixel, web beacon, web bug
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Web servers respond
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What is in an HTTP request?

> | 4

Request for content

12



What is in an HTTP request?

> |

Request for content

* Address of content being
requested

12



What is in an HTTP request?

>

Request for content

* Address of content being
requested

* Text user typed into forms

12



What is in an HTTP request?

>

Request for content

* Address of content being
requested

* Text user typed into forms

* Referring website

12



What is in an HTTP request?

>

Request for content

* Address of content being
requested

* Text user typed into forms
* Referring website

* Type and version of user
agent, platform

12



What is in an HTTP request?

Request for content

* Address of content being
requested

* Text user typed into forms
* Referring website

* Type and version of user
agent, platform

>

Characteristics of user
agent and device

— language, fonts, plugins, etc.

12



What is in an HTTP request?

Request for content

* Address of content being
requested

* Text user typed into forms
* Referring website

* Type and version of user
agent, platform

>
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agent and device
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Cookies
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Content requested

* Address of requested content
GET /section/sports HTTP/1.1

GET /2016/11/26/sports/ncaafootball/ohio-
state-buckeyes-michigan-wolverines-overtime.html
HTTP/1.1

e Search queries or text typed into forms
GET /search?g=womens+soccer HTTP/1.1
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Referer

If you click on a link

— The page that contains the
link you clicked

If a page is loading
embedded content or ads

— The page in which the
content or ads are embedded

May include search terms
and form data

Referer: http://www.nytimes.com/
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Referer: http://query.nytimes.com/
search/sitesearch?
action=click&contentCollection&regio
n=TopBar&WT.nav=searchWidget&m
odule=SearchSubmit&pgtype=Home
page#/womens+soccer/
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‘ information | "2ve NS
value
‘ Limited
supercookie 0.42 1.34 DOM localStorage: Yes, DOM sessionStorage: Yes, IE userData: No
‘ test
[ Hash of canvas
: . 7.93 243.84 4794755dcfab8cdd9b1ca201700eeb8e
| fingerprint
| Screen Size
and Color 4.88 29.43 1680x1050x24
‘ Depth
‘ . Plugin 0: WebKit built-in PDF: : : (Portable Document Format: aoplication/ndf:
il fog 7811 |pdf) (Por
| Details ’ ’ P
' Time Zone 3.65 12.52
DNTH r
Eace 0.82 1.76
Enabled?
'HTTP_ACCEPT
— 4.75 27.0
Headers
“
ALONECEEL | g 361.74
| fingerprint
| Language 1.07 2.1 en-us
‘ Andale Mono, Arial, Arial Black, Arial Hebrew, Arial Narrow, Arial Rounded MT
‘ Bold, Arial Unicode MS, Book Antiqua, Bookman Old Style, Calibri, Cambria,
Cambria Math, Century, Century Gothic, Century Schoolbook, Comic Sans M
‘ S, Consolas, Courier, Courier New, Garamond, Geneva, Georgia, Helvetica, H
‘ SVeTTIECTS 6.86 116.14 elvetica Neue, Impact, Lucida Bright, Lucida Calligraphy, Lucida Console, Luci
‘ y ’ ’ da Fax, LUCIDA GRANDE, Lucida Handwriting, Lucida Sans, Lucida Sans Ty
pewriter, Lucida Sans Unicode, Microsoft Sans Serif, Monaco, Monotype Corsi
‘ va, MS Gothic, MS PGothic, MS Reference Sans Serif, MYRIAD PRO, Palatin
\ o, Palatino Linotype, Tahoma, Times, Times New Roman, Trebuchet MS, Verd
\ ana, Wingdings, Wingdings 2, Wingdings 3 (via javascript)
Platform 3.03 8.14 Maclntel
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/602.2.14 (KHT
| User Agent 8.41 339.95 | Mozillals.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebki (
‘ ML, like Gecko) Version/10.0.1 Safari/602.2.14
|
Max touchpoints: 0; TouchEvent supported: false; onTouchStart supported: fal
| Touch Support 0.5 1.41 tchpol Hen=v Uppse . uPp
| .
I Okt 0.2 1.15 Yes

Enabled?
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Cookies

* Maintain state as you move around a website
— Shopping carts
— Multi-page forms
— Saving preferences

* Recognize return visitors

16



Basic cookies

* A cookie stores a small string of characters
* A web site asks your browser to set a cookie

* Browser sends cookie whenever you return to site

« ) ( )

Please store Here is cookie
cookie xyzzy Xyzzy

Ef-I2 E-29

First visit to site Later visits




Cookie parameters

By default, cookies are sent
back to any host in a
domain forever

Sites can set time limit for
cookies
only sent for
duration of browsing session
Sites can restrict cookies to

only certain hosts,
directories, or files

4 )

Send me
with any
request to
x.com until
2018

4 )

Send me with
requests for
index.html on
y.x.com for
this session

only

\/_)

J
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Cookie content

* Cookies can store user ¢ User is just as linkable

info or a database key either way
that is used to look up
user info Database
Users ..
- \ Email ..
User=Joe Visits ..
Email=Joe@x.com :
Visits=13

) .
User=4576904309 ]

Cookie: user=joe; email=joe@x.com;
visits=13 S

Cookie: user=457690439
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Chrome Settings
History Signed in as lorrie@cs.cmu.edu. Manage your synced data on Google Dashboard.
Extensions [ Disconnect your Google Account... ] [ Advanced sync settings...
Setti
I nas On startup

() Open the New Tab page
(®) Continue where you left off

O Open a specific page or set of pages. Set pages

About

Appearance

Reset to default theme

¥/ Show Home button

lorrie.cranor.org/ Change
[] Always show the bookmarks bar

Search
Set which search engine is used when searching from the omnibox.

[ Google v“ Manage search engines...

¥ Enable Guest browsing

(] Let anyone add a person to Chrome

Edit..  Femove.. | Import bookmarks and settings...

Default browser

l Make Google Chrome the default browser ‘
Google Chrome is not currently your default browser.

Show advanced settings...
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[Search settings
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& C 0 @ chrome://settings

Chrome

History
Extensions

Settings

Lorrie

Settings [Search settings

Add person... || Edit.. | Hemove.. | Importbookmarks and settings... |

Default browser

l Make Google Chrome the default browser ]
Google Chrome is not currently your default browser.

Privacy

Content settings... || Clear browsing data... |

Google Chrome may use web services to improve your browsing experience. You may optionally disable these
services. Learn more

[[] Use a web service to help resolve navigation errors *

¥ Use a prediction service to help complete searches and URLs typed in the address bar

¥ Use a prediction service to load pages more quickly

[] Automatically report details of possible security incidents to Google

[#| Protect you and your device from dangerous sites

[] Use a web service to help resolve spelling errors

[] Automatically send usage statistics and crash reports to Google

(¥ Send a "Do Not Track" request with your browsing traffic

Passwords and forms

[] Enable Autofill to fill out web forms in a single click. * Manage Autofill settings

[] Offer to save passwords with Google Smart Lock for Passwords. * Manage passwords

Web content

Font size: } Medium

Page zoom: } 100%

|#| Pressing Tab on a webpage highlights links, as well as form fields

Network

" AZ2006060 8 %

21



©®  ® & settings x R

&« C 0O O chrome://settings

Chrome

History
Extensions

Settings

About

Settings [search settings
Add person... || Edit.. | Hemove... || Import bookmarks and settings... |

Default browser

l Make Google Chrome the default browser ]
Google Chrome is not currently your default browser.

web services to improve your browsing experience. You may optionally disable these

services. Learn more

(] Use a web service to help resolve navigation errors *

¥ Use a prediction service to help complete searches and URLs typed in the address bar
¥ Use a prediction service to load pages more quickly

[] Automatically report details of possible security incidents to Google

[#| Protect you and your device from dangerous sites

[] Use a web service to help resolve spelling errors

[] Automatically send usage statistics and crash reports to Google

(¥ Send a "Do Not Track" request with your browsing traffic

Passwords and forms

[] Enable Autofill to fill out web forms in a single click. * Manage Autofill settings

[] Offer to save passwords with Google Smart Lock for Passwords. * Manage passwords

Web content
Font size: . Medium ~ || Gustomize fonts... |
Page zoom: ‘ 100% '|

|#| Pressing Tab on a webpage highlights links, as well as form fields

Network

" AZ2006060 8 %

21



[ NN ¢ Settings - Content settings x\‘
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&< C 0 ® chrome://settings/content
Settings

«| Enable Guest browsing

v L
Content settings
Add

Defaultf Cookies

Ma (®) Allow local data to be set (recommended)

Googl () Keep local data only until you quit your browser

) () Block sites from setting any data
Privacy

] Block third-party cookies and site data

[ Manage exceptions... || All cookies and site data...

Images
(®) Show all images (recommended)
() Do not show any images

JavaScript

(@) Allow all sites to run JavaScript (recommended)
() Do not allow any site to run JavaScript

Passwo Key generation

() Allow all sites to use key generation in forms.

*AZ2006 08 %

Web content
Font size:

Page zoom:
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Defaultf Cookies
Mal (®) Allow local data to be set (recommended)

Googl () Keep local data only until you quit your browser
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Privacy
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JavaScript
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&  C (0 O chrome://settings/cookies

Cookies and site data

beta620.nytimes.com
bits.blogs.nytimes.com
bucks.blogs.nytimes.com

lens.blogs.nytimes.com

Remove all ”Search cookies

(NYr-8CeT | [NT-oo | Nvs [ AMiD [ wRuD J{_cT_Data|_sp.107500) [ acl |
| adxcs | [anchorview | nyt-a_|{_nytm || optimizalyBuckets | optimizeyEnauseri
Local storage

Local storage

Local storage

economix.blogs.nytimes.com Local storage
gadgetwise.blogs.nytimes.com Local storage

Local storage

op-talk.blogs.nytimes.com Local storage

23



®  ® g settings - Cookies and site d- x\‘

Lorrie

& > C N :® chrome://settings/cookies
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€ > C 0O

@® chrome://settings/cookies

Cookies and site data

Site Remove all ”Searchcookies

NYT-8eT | (NYFLoc | N [ AMD [ whup ||_oT Data)[_sp.ia7sbo)| adxci
| adxcs | [anchoview | nyt-a_|{ nytm || optimizalyBuckats | ptimizeyEnauseri

1"45479=588d76cf:1/I"4536f=6013964f:1"45231=6013964f:

Any kind of connection

Yes

Thursday, November 17, 2016 at 8:25:52 AM
Friday, November 17, 2017 at 8:25:51 AM
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Cookie deletion

* |f cookie is deleted by
user or expires, No
cookie Is sent to
website until a new
cookie Is set
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Cookie deletion
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3rd )

visit
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Cookie deletion

* |f cookie is deleted by
user or expires, No
cookie Is sent to
website until a new
cookie Is set

@
request
1 st —=>
visit < content + new cookie &
request + cookie .@
2nd q )
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————— User deletes cookie: = = = =
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Same origin policy

* Browsers can send
cookies back only to
the domain that set

them
Not\allowed
* Restriction designed to

prevent tracking across
sites

— But, there are ways
around this....
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=
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Third-party cookies
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Cookie syncing

* Every website sets its own cookie

— Knows user by a different ID
— Can’t share cookies due to same-origin policy

* In order to recognize user to bid at auction,
common |IDs are needed

— Cookie syncing links IDs from different cookies
— Can also be used to deleted cookies
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Once cookies are synced

* Companies can
exchange data about
users behind the
scenes, merge profiles




Once cookies are synced

* Companies can
exchange data about
users behind the
scenes, merge profiles




Identifiers beyond cookies

* |P address * Cache mechanisms
* Storage associated with — ETags
browser pluggins — Pixel hack (unique ID
tored lored
— Local Shared Object ;izgle) as a colore
(LSO) | |
_ Silverlight Isolated Javascript mechanisms

Storage — History sniffing
« HTML5 DOM storage — Browser fingerprinting
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Browser fingerprinting

e Combination of device

..ﬁ.__f
and browser ,:‘..;:-.‘,:‘

. . W gt e
characteristics forms a y sy
fairly unique fi int Sz
airly unique fingerprin s

g M,,\
— Fonts G
— Timezone Z ' X
— Screen size and color
depth

— Browser plugins
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fat a panopticlick.eff.org 7 (4]

PANOPTICL

When you visit a website, online trackers and the site itself may be able to identify you - even
if you've installed software to protect yourself. It's possible to configure your browser to
thwart tracking, but many people don’t know how.

Panopticlick will analyze how well your browser and add-ons protect you against online
tracking techniques. We'll also see if your system is uniquely configured—and thus identifiable
—even if you are using privacy-protective software.

Only will be collected through this site.

Panopticlick is a research project of the Electronic Frontier Foundation.

=)

A RESEARCH PROJECT OF THE ELECTRONIC FRONTIER FOUNDATION
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a panopticlick.eff.org

PANOPTICL

How well are you protected against non-consensual Web tracking? After analyzing your
browser and add-ons, the answer is ...

Mixed results: you have some protection against Web tracking, but it has some gaps. We
suggest re-configuring your protection software, or consider switching to a browser or OS
that offers better protections.

Test Result

Is your browser blocking tracking ads? partial protection

Is your browser blocking invisible trackers? partial protection
Does your browser unblock 3rd parties that promise to honor X no

?
X
Does your browser protect from ? your browser has a unique
fingerprint

Note: because tracking techniques are complex, subtle, and constantly evolving, Panopticlick does not measure all
forms of tracking and protection.

Your browser fingerprint appears to be unique among the 186,338 tested so far.

Currently, we estimate that your browser has a fingerprint that conveys at least 17.51 bits of
identifying information.

The measurements we used to obtain this result are listed below. You can

Your browser
fingerprint
appears to be
unique among
the 186,338
tested so far
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Mobile device & location tracking

* Mobile device A * Apps may collect
advertising IDs ” location and send to
— used to target, retarget, advertisers
and frequency cap ads — Multiple ways to obtain
served through mobile location, sometimes
apps without notifying user
— Can be reset by user * Retail tracking based

— Limit ad tracking setting on MAC addresses
limits ad targeting when mobile devices

— Apple: IDFA search for wifi
— Google: AAID
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Cross-device tracking

« Link a user’s activity across their devices

— Seamless user experience

— Allow users to pickup where they left off on another device
— Develop a user’s profile across devices

— Target ads across devices

— Measure success of ad campaigns across devices

* Deterministic - user logs in or provides consistent identifier

* Probabilistic - infer user identity from |IP address, location,
browsing patterns, etc.

— Websites may share hashed email addresses with ad networks to
enable linking without transmitting PlI
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Audio beacons

« Ultrasonic inaudible sounds played
by an ad

o Software in app activates
microphone and listens for beacon
sound played by another device in
vicinity

» |dentifies devices likely owned by
same person

» Allows advertisements on mobile
device to relate to programming
user is watching on TV
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Data matching

* Matching offline and
online data

* Allows marketers to see
whether online ad
results in offline
purchase

* Hashed email address
or other identifiers
compared
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Opt-out cookies

 Some third-party trackers allow you to opt-out
of tracking by setting an opt-out cookie

* Opt-out cookie is used only to signal that you
don’t want to be tracked

* Deleting the cookie removes the opt-out

* Industry association websites let you set opt-
out cookies for dozens of sites in one place

— Aboutads.info
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e [> http://www.aboutads.info £ ~ & || [i> YourAdChoices.com | [2> Digital Advertising Alliance ...

DIGITAL ADVERTISING ALLIANCE (DAA) SELF-
REGULATORY PROGRAM

Home Principles Consumers Companies Participants Resources = News & Media Resources Blog Enforcement  Contact

Participating Associations

Digital Advertising Alliance (DAA) Self-Regulatory
Program

I ‘
Advertising Option Icon

Latest News: DAA Announces Mobile Privacy Enforcement to Begin September 1, 2015

The Digital Advertising Alliance (DAA) has announced that enforcement of its Principles in

the mobile environment will begin on September 1, 2015, including new guidance specific CHOICE V

to mobile, such as cross-app data, precise location data and personal directory data. The
Council of Better Business Bureaus (CBBB) and Direct Marketing Association (DMA) will

extend their ongoing independent oversight of the DAA Principles on browswers to the
mobile space. Read the press release here.

The Digital Advertising Alliance (DAA) establishes and enforces responsible privacy practices across industry for relevant
digital advertising, providing consumers with enhanced transparency and control. Through multifaceted Principles that apply
to data gathered from a particular device in either the desktop or mobile environments, the DAA program addresses practices
for multi-site data collection and use. The DAA is an independent non-profit organization led by the leading advertising and
marketing trade associations.

For Consumers




)| [> http://www.aboutads.info/c £ ~ & | [i> YourAdChoices.com ‘ > Digital Advertising Alliance (D... [>> Opt Out From Online Behav... »

Digital Advertising Alliance Consumer Choice Page

Home | The Principles = For Consumers = For Companies @ List of Participants = Resources @ News Blog Enforcement Contact

Welcome to the Digital Advertising Alliance's consumer choice page. The companies participating in
this page provide transparency and choice under the DAA Principles 2 Help with the Opt Out Page

Some of the ads you receive on Web pages are customized based on predictions about your interests

generated from your visits to different Web sites. This type of ad customization is sometimes called

"online behavioral" or "interest-based" advertising. Such online advertising helps support the free 4 FAQs About the DAA
content, products and services you get online. The DAA Principles apply to interest-based advertising

and other applicable uses of Web viewing data collected from a particular computer or device overtime (| Feedback on This Site
and across unaffiliated Web sites. v

Using the tools on this page, you can opt out from the collection of Web viewing data for
interest-based advertising and other applicable uses, by some or all of the participating
companies.

[> Protect My Choices

See all the participating companies on this choice page and learn more about their
practices;

Also find out which participating companies have currently enabled customized ads for
your browser;

Check whether you've already opted out from participating companies;

Exercise choice with some or all participating companies, using opt-out cookies to
store your preferences in your browser; or

Use the "Choose All Companies" feature to opt out from all currently participating
companies in one step. GO

Checking Status...

This will take a few moments

Your browser's status with participating companies is
being checked. The results will be displayed in the
tabs above.




e > hitp aboutads.info/choices/Zcompletec O ~ ':

YourAdChoices.com Opt Out From Online Behav...

- Use the "Choose All Companies” feature to opt out from all currently participating
companies in one step. GO

All Participating Companies Customizing Existing Opt Outs (97)
Companies (129) Ads For Your Browser (0)

These 129 companies
participate in the DAA's
consumer choice page.

Click the company name to find out
more about a participating company
To opt out from one or more
companies, check the box(es) in the
"Select” column next to the company
name(s), and then hit the "Submit
your choices” button. You can also
click the "Select all shown" box to
pre-check all the listed companies http//www.defymedia.com
before you hit the "Submit” button )
An [] nbol in the check box
indicates that you have already set
an opt out for this company ’

OO0000

fedia is the prem
tes like Break, Madel
ings on chani rand Smosh, we se
ned by users all over the web. In addition, Defy's ad ne.
s to consumers across key categories including entertainm
lifestyle, comedy and gaming

1 owned and operated
as huge YouTube
p content that is
kd rs unmatched
1ent, women and men's

Need help?

To learn more about hov
t

we collect and use information for online advertising, please

Submitting your choices for the selected companies stores your opt out
preference(s) in your browser. Learn More

Important things to remember about the choices you make on this page:

- These opt outs apply to interest-based advertising and other applicable uses of Web viewing data by the DAA's participating
companies. You will still receive other types of online advertising from participating companies, and these companies (and the
Web sites you visit) may still collect information for other purposes. Learn more about the DAA Principles.

- The opt out choices you select are stored in opt out cookies only in this browser, so you should separately set your
preferences for other browsers or computers you may use. Deleting browser cookies can remove your opt out preferences, so
you should visit this page periodically to review your preferences, or update to include new participating companies
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How Data Powers Your Experience

Pfizer endeavors to provide you with relevant, useful information tailored to
your specific interests. We partner with online advertising companies to serve
you ads likely to be of interest based on your web browsing activity.

- Pfizer wants to provide you with clear information about how our ads are
delivered to you and tools to control the types of advertising you receive from Pfizer. Below you will find a
list of online advertising companies whose tracking of your browsing activity have been used to target this
ad. You may click on the links below to find more information about these companies and to opt-out of
their use of your information to target ads.

For more detailed information about our use of OBA and this opt-out tool, please refer to our Privacy Policy.

In addition, you may contact us at privacy.officer@pfizer.com

Select All
Ad companies: Opt-out

¥ DoubleClick

© 2014 Ghostery, Inc. All rights reserved.

About interest-based advertising

D Opt out of more companies

What happens when | opt out?

About the Self-Regulatory Program
for Online Behavioral Advertising

wrenests  Learn how interest-based
g advertising works

Protect your privacy

Ghostery

b:
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When you click on the YourAdChoices Icon, you get control over how
information about your interests is used for relevant advertising.

> Put the YourAdChoices Icon to Work for You
> Take Control with YourAdChoices

> What's Behind the YourAdChoices Icon

> The Benefits of Relevant Advertising
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AdChoices icon study

1,505 participants
* Recruited through Amazon Mechanical Turk
* Between subjects online survey

What Do Online Behavioral Advertising Disclosures Communicate to Users? P.
Leon, J. Cranshaw, L. Cranor, J. Graves, M. Hastak, B. Ur, G. Xu. WPES 2012 55
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Are Law Schools and Bar
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The barriers to entry for the
legal industry exist to protect
lawyers from competition with
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Hurdles in Crisis
Over Debt

By STEVEN ERLANGER and
RACHEL DONADIO 20 minutes ago
On the eve of a European
Union summit meeting,
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Baseball’s Game of Telephone
By PAT BORZI 3 minutes ago
Monday night’s bullpen debacle by the Cardinals has put a new
spotlight on baseball’s reliance on landlines.
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Varied icon and taglines
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Varied icon and taglines

Why did |

get this ad?
R

[>

Why did | get this ad?
Interest based ads
AdChoices

Sponsor ads

Learn about your ad
choices

Configure ad preferences

‘No tagline’
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What people think happens if they click

56%
45%

27%

AdChoices [>

More ads will pop up

Will take you to a page where you can
buy advertisements on this website

Will take you to a page where you can
opt out of tailored ads
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Some taglines have better results

Configure Ad Preferences [>

42% More ads will pop up

15% Will take you to a page where you can
buy advertisements on this website

50% Will take you to a page where you can
opt out of tailored ads
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2015 online surveys

* 2015 study of online adults by Kelly Scott Madison
agency
— 26% are familiar with AdChoices campaign
— 9% know what icon means

2015 Ipsos study of online adults on behalf of TRUSTe

— 68% of US smartphone users concerned about tracking for
targeted ads

— 37% aware of AdChoices icon

http://www.mediapost.com/publications/article/250688/most-people-dont-understand-adchoices-icon.html
https://www.truste.com/about-truste/press-room/68-us-smartphone-users-concerned-activity-tracked-use-targeted-ads/
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Do Not Track

Website tracking: Ask websites not to track me

 Proposed W3C standard

* Allows web browsers to signal to websites that
users do not want to be tracked

* Built into major web browsers but not widely
adopted by websites
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HubSpbt
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People use ad blockers because ads are annoying and disruptive

Why do you use an ad blocker?

Ads are annoying/intrusive
. N
Ads disrupt what I'm doing
.
Security concerns
I oo

Better page load time/ reduced bandwidth use
&

Offensive/ inappropriate ad content
B 33

Privacy concerns

L 3%

Reduced data usage (for mobile plans)

L 2

I don't like contributing to a business making money off my browsing
D 8%

Ideological reasons

BN s

Base: 731 ad blocker users in the US, UK, Germany, and France 62
Source: HubSpot Adblock Plus Research Study, Q2 2016



Cookie blockers and ad blockers

* Lots of tools for :
blocking cookies, @ ﬂhost-e Y

tracking, and ads

* Some websites are e
asking or requiring o
users to unblock Looks like your ad

Adblock Plus
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The future of advertising?

or TEXT
ADVERTISE

& 1063975
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